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Abstract - Creation of fake images has become easier than ever thanks to the growing sophistication and
accessibility of image manipulation tools and generative Al. This has led to a surge in fake images being
shared online, increasing the need for reliable and robust multimedia forensics methods. Forgery Local-
ization (FL) models aim to detect and localize image tampering, while Synthetic Detection (SD) models
aim to identify whether an image is Al-generated or not. However, the robustness of some methods is
compromised by forensic distractions that occur in real-world scenarios: benign visual elements such as
captions, logos, and watermarks. This thesis investigates the impact of distractions on state-of-the-art FL
and SD models, which was never formally done before. We reveal that while some FL models are robust
against distractions, others are highly sensitive to them. With regards to SD models, we find that they
are relatively robust against distractions. To improve the robustness of FL. models against distractions, I
propose two methods, both of which use a user-specified distraction cover to indicate distraction regions.
First, the filter adapter, a lightweight neural network trained to filter out distraction artifacts from latent
feature maps. Second, the masked convolution, a replacement for the standard convolution that ignores
distraction regions during inference. The effectiveness of both approaches is evaluated by integrating them
into TruFor, a state-of-the-art FL model that is highly sensitive to distractions. The masked-convolution
approach significantly improves TruFor’s robustness against distractions, nearly restoring original per-
formance, while the filter approach only provides limited improvements. The proposed solutions, and in
particular the masked-convolution approach, demonstrate their potential as distraction-aware techniques
to enhance the real-world applicability of FL. models.

Keywords - Image Forensics, Image Forgery Localization, Synthetic Image Detection, In-the-wild Ro-
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Ignoring the Decoy: Tackling Forensic Distractions
in Fake Image Detection

Xander Staelens

Abstract—Creation of fake images has become easier than
ever thanks to the growing sophistication and accessibility of
image manipulation tools. This has led to a surge in fake images
being shared online, increasing the need for reliable and robust
multimedia forensics methods. Recent forgery localization (FL)
models (like TruFor) that detect and localize image tampering
are compromised by forensic distractions. These distractions are
benign visual elements such as captions, logos, and watermarks,
that occur in real-world scenarios. We investigate the impact
of distractions on state-of-the-art FL. models. which was never
formally done before. We reveal that while some models are
robust against distractions, others are highly sensitive to them,
leading to large performance drops. To address this issue, we
propose a novel masked-convolution approach for CNN-based FL
models, enabling them to ignore user-specified distraction regions
during inference. We evaluate the effectiveness of this approach
by integrating it into TruFor. The masked-convolution approach
significantly improves TruFor’s robustness against distractions,
nearly restoring original performance. This demonstrates its
potential as a distraction-aware technique to enhance the real-
world applicability of FL. models.

Index Terms—Image forensics, forgery localization, in-the-wild
robustness

1. INTRODUCTION

In recent years, fake news has emerged as a significant
global issue. People are highly susceptible to misinformation,
which can shape their opinions, influence their decisions, and
ultimately impact large-scale societal domains such as politics,
marketing, and public health. Social media platforms have
become the primary battlegrounds for the spread of misinfor-
mation, false narratives, conspiracy theories, and manipulated
multimedia content. The consequences of misinformation can
be severe, swaying public opinion, deepening societal divi-
sions, and undermining trust in institutions.

Due to the growing sophistication and accessibility of image
manipulation tools, creating high-quality fake images is no
longer limited to skilled professionals [1]. These technologies
empower creativity and innovation, allowing artists and the
entertainment industry to push creative boundaries. However,
the same tools have the potential to be exploited for malicious
purposes, such as fabricating fake news, spreading misinfor-
mation, impersonating individuals, and facilitating fraud.

Given these developments, the need for robust and reliable
multimedia forensics tools has become increasingly impor-
tant. Forensic tools can be divided into two main categories.
Forgery Localization (FL) focuses on identifying and local-
izing manipulated regions in images, while Synthetic Image
Detection (SID) focuses on detecting whether an image is real
or synthetic. This research focuses on FL techniques.

(a) Manipulated images with a (b) TruFor prediction without any
distraction distractions

(c) TruFor prediction with one (d) Modified TruFor prediction

distraction added (ours) with one distraction added

Fig. 1: Before adding the forensic distraction (in blue), Tru-
For [2] detects the forgery (in orange) with high accuracy (b).
However, after adding the distraction and performing lossy
JPEG compression, TruFor fails to detect the forgery (c). The
distraction disturbs the model, causing it to lose focus on the
forgery. TruFor adapted with the proposed masked-convolution
approach is able to ignore the distraction and regain focus on
the forgery (d). The white box indicates the masked region.
Note that the same compression was also applied to the non-
distracted image (b) before the TruFor prediction was made.

Despite the significant progress in the field of multimedia
forensics, current state-of-the-art models still face several
critical challenges, limiting their effectiveness in real-world
applications. One core issue is the limited robustness against
post-processing operations, such as compression and resizing.

Another common post-processing operation is the addition
of benign visual elements, such as captions, watermarks, and
logos. These superficial, non-malicious modifications, referred
to as forensic distractions, can significantly impact the per-
formance of FL models. Sometimes, resulting in a full loss
of focus, causing models to entirely ignore present forgeries.
Fig. 1 shows an example of the impact of forensic distractions
on the performance of TruFor [2], a state-of-the-art FL. model.
Even though forensic distractions are a common occurrence in
real-world images, their effect has never been formally studied.

The aim of this research is to provide answers to the



following two research questions:

o« RQI1: What is the impact of forensic distractions on

existing FL. models?

e RQ2: To what extent can models that are sensitive to

distractions be made more robust?

This paper’s contributions are: (i) Quantifying the impact
of forensic distractions on the performance of FL methods.
(i) Proposing the novel masked-convolution approach for
distraction-aware CNN-based FL, which replaces all standard
convolutions with masked convolutions to explicitly ignore
user-defined distraction regions. (iii) Evaluating the effective-
ness of the proposed approach by integrating it into TruFor and
demonstrating its potential to significantly improve robustness
against distractions.

II. RELATED WORK

Manipulated images consist of both authentic and forged
regions. FL. models aim to identify these forged regions,
and produce a pixel-level anomaly map, where each pixel is
assigned a score indicating the likelihood of being manipu-
lated. This is done by analyzing subtle forensic traces, such
as camera noise, compression artifacts, and deepfake traces,
introduced by the manipulation process.

The models can be divided into two main categories:
model-based methods and data-driven deep learning methods.
Model-based methods rely on handcrafted features and explicit
assumptions about the statistical or physical properties of
authentic images [3]-[6]. Their performance often depends
heavily on the validity of their underlying assumptions, leading
to limited generalization in real-world scenarios.

Data-driven methods, on the other hand, learn to detect
and localize forgeries directly from data, by training on large
datasets of authentic and manipulated images [2], [7], [8].
These models typically rely on Convolutional Neural Net-
works (CNNs) and Vision Transformers to capture both low-
level forensic traces and high-level semantic inconsistencies.
Deep learning methods show superior performance compared
to model-based methods. However, they are black-box models,
making it difficult to understand the reasoning behind their
predictions. TruFor [2], the method used in Fig. 1, is an
example of a deep learning method.

A main challenge of FL is providing robustness against
post-processing operations, such as compression, resizing, and
forensic distractions (the latter elaborated in Section III-A).

III. MOTIVATION: FORENSIC DISTRACTIONS

In this section, an experiment is performed to evaluate the
impact of forensic distractions on state-of-the-art FL models.
The goal is to quantify the decrease in detection performance
due to the addition of distractions, thus answering RQ1.

A. Forensic distractions

As images circulate across online platforms, they are often
intentionally modified (e.g., logos, watermarks and captions)
or unintentionally modified (e.g., notification bar when taking

screenshots) with additional visual elements. These modifica-
tions, referred to as forensic distractions, do not semantically
alter the image or introduce falsified information. However, in
the eyes of FL models, they are still considered manipulations,
and can be mistakenly prioritized over the actual forgery.
The forensic models analyzed in this research do not im-
mediately fail when a distraction is added. Instead, they often
simply detect both the distraction and the forgery. However,
if lossy compression is applied, the distraction artifacts are
spread throughout the image, hiding the forensic traces of the
forgery, resulting in a loss of focus as illustrated in Fig. 1.

B. Experimental setup

Forensic methods Seven FL methods are evaluated. Four
model-based methods (DCT [3], ADQ1 [4], BLK [5], and
CAG I [6]), and three data-driven methods (TruFor [2], CAT-
Net [7], and PSCC-Net [8]).

Datasets Four datasets are used to evaluate the mod-
els: DSO-1 [9], VIPP [10], OpenForensics [11], and
IMD2020 [12]. The DSO-1 and VIPP datasets are used in
full since they contain a limited number of images — 100
and 62, respectively. From the OpenForensics and IMD2020
datasets, 200 images are randomly selected. All images are
resized to 1536x1024 pixels.

Distractions For each image, a position (upper-left, upper-
right, lower-left, lower-right) and a logo are randomly selected.
Ten logos are used, sourced from www.freepik.com. Logos
have a size of 128x128 pixels, while the images themselves
are 1536x1024 pixels. The logos are placed in the selected
corner, after which the distracted image is JPEG compressed
with Q95. The lossy compression is part of the source of the
problem, therefore it needs to be included in the evaluation
pipeline. The addition of compression does not reduce the
generalizability of the results, as lossy compression is a
common step when sharing images online.

Detection score The goal of the evaluation is to deter-
mine how well the models continue to detect forgeries when
distractions are present. Thus, the model should neither be
rewarded nor punished for detecting the distraction. To fairly
compare the model predictions (P) to the ground truth (G),
the adapted F1 score (1) is used, which only considers the
pixels that are not part of the distraction. For this calculation,
a binary distraction mask (M) is created, indicating the pixels
that belong to the distraction.

; B 2TP[M=0]
F1% score(P, G, M) = orpViz0 + FPIM=0] - FN[M=0] ")

C. Results

Table I shows the mean F1* scores of the evaluated models
on the original and distracted images, and the corresponding
decrease, for each dataset.

Model-based methods are highly robust against the foren-
sic distractions, showing only a small decrease in performance
of 0.84%. Note that this may be because these methods



TABLE I: Performance of FL. models before (orig) and after (distr) adding forensic distractions and the corresponding decrease
(decr), measured in F1* score. Most notably, TruFor has a significant decrease, addressed by the proposed Mod. TruFor.

Model DSO-1 VIPP OpenForensics IMD2020 Average

orig  distr decr orig distr decr orig distr decr orig distr decr orig distr  %decr

B DCT [3] .231 .231 .000 .189 .187 .002 .112 .111 .00l  .147 .143 .004 .169 .168  0.83%

_‘.? ADQI [4] 225 224 001 .179 .179 .000 .099 .098 .000 .142 .138 .003 .161 .160  0.80%

% BLK [5] .186 .185 .000 .144 .142 .002 .076 .075 .00l .122 .120 .002 .132 .13l 0.87%

= CAGI [6] .195 .190 .005 .187 .189 -002 .065 .065 .000 .120 .118 .002 .142 .141 0.84%
S PSCC-Net [8] .138 .087 .051 .165 .139 026 .112 082 .029 074 060 .014 .122 092 24.67%

g; %D CAT-Net [7] .067 .059 .008 .126 .116 .011 284 275 .009 .529' 514! 015 251 241 4.26%

A § TruFor [2] 435 161 274 330 .028 302 .548 222 326 .558' 426" 133 468 209 55.28%
T Mod. TruFor (ours) 435 384 051 330 289 041 548 530 018 5581 5350 024 468 434  7.12%

ITruFor and CAT-Net were trained on the IMD2020 dataset, which explains
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Fig. 2: Scatter plot of the localization scores (F1* scores) of
TruFor. As points move farther to the left (away from the
diagonal), the model’s performance increasingly degrades due
to the presence of the forensic distraction.

perform poorly in general, with an average F1* score between
0.13 and 0.17.

TruFor displays a significant sensitivity to the distractions,
with an average decrease in performance of 55.28%. On
the non-distracted images, TruFor performs the best of all
evaluated models, across all datasets, with an average F1*
score of 0.47.

Fig. 2 shows a scatter plot of TruFor’s performance across
all datasets. The y-axis and x-axis, respectively, show the F1*
score on the images before and after distractions are added.
The farther a point moves to the left, the greater the impact
of distractions on its detection. A large number of points
are located at the left side, indicating a large decrease in
performance. However, a cluster of points is also visible in
the upper right corner. These are images in which the forgery
is easy te detect without distractions and remains easy to detect
even with distractions.

Fig. 3 shows three examples of manipulated images with
their corresponding TruFor predictions with and without dis-
tractions. It can be seen that not every image is equally affected
by the distractions. The first and second image show a large
decrease in performance, while the third image shows only a
small decrease.

their higher performance and robustness to distractions on this dataset.

Manipulated
image

TruFor pred.
(no distraction)

TruFor pred.
(distracted)

0.003

0.789

0.865

Fig. 3: Examples of manipulated images (manipulation in
orange and distraction in blue) with corresponding TruFor [2]
predictions and F1* scores, with and without distractions.
It can be seen that the impact of distractions on a models
performance varies across images.

PSCC-Net scores poorly on all datasets, performing even
worse than the model-based methods. This limited perfor-
mance is further increased by the addition of distractions,
leading to an average decrease of 24.67%, showing moderate
sensitive to the presence of distractions.

CAT-Net displays a high resilience to forensic distractions,
with an average decrease of only 4.26%. This is still a non-
negligible decrease, but it is significantly lower than TruFor
and PSCC-Net. However, CAT-Net does perform quite a bit
worse than TruFor on non-distracted images, with an average
F1* score of 0.24 compared to 0.47 for TruFor. This implies
that CAT-Net cannot simply be used as distraction-robust
replacement for TruFor.



These results highlight the need for distraction-aware ap-
proaches to improve the robustness of FL models. As TruFor
is the best performing model on non-distracted images, and the
most sensitive to distractions, we aim to improve its robustness
in Section IV.

IV. PROPOSED METHOD: MASKED CONVOLUTIONS

This section describes our proposed method of masked con-
volutions, allowing for distraction-aware forgery localization.
This approach was built with the TruFor model in mind, but
the concepts can be applied to any CNN-based model.

A. Masking components

Distractions introduce artifacts into the image, which can
interfere with forgery detection. To prevent these artifacts
from spreading, it is necessary to mask every component
in the model that could propagate them. This includes any
component that combines information from multiple pixels.
Masking a component involves modifying its operation so
that it ignores pixels specified by a provided mask, effectively
treating the masked pixels as if they do not exist.

The most important building block of a CNN is the convo-
lutional layer, used to extract features from the input image.
This component combines information from multiple pixels,
meaning it needs to be masked. The same holds for the pooling
layer, used to reduce the dimensionality of the feature maps.

The proposed masked components require an additional
input in comparison to their unmasked counterparts, namely a
mask that specifies the region to be ignored. For simplicity, in
this work, the mask is defined as a rectangle, characterized by
its top-left corner and its width and height. By ignoring the
masked pixels, the model stops the spreading of the distraction
artifacts and thus regains focus on the forgery.

As a reminder, a convolution layer slides a kernel over
the input image, at each position calculating the dot product
between the kernel and the pixels it overlaps with. The output
is a feature map, which is used as input for subsequent layers.

The provided mask (a rectangle) represents a hole in the
image. All pixels inside the hole are considered invalid and
should be ignored. This is achieved in three steps, as illustrated
in Fig. 4. First, the same amount of padding as added on the
outside of the image, is added to the inside of the hole. Adding
the padding to the hole sets some invalid pixels to 0. The others
remain invalid (pad). Next, the default convolution operation
is performed (convolve). Lastly, any convolution window that
overlaps with non-padded invalid pixels is itself invalid (i.e.,
its output should be ignored in subsequent layers). The mask
is updated to reflect the new validities (update).

Masking any other component is conceptually the same
as masking a convolutional layer. For example, masking the
pooling layer is done by applying the pooling operation as
normal, but only considering the unmasked values.

B. Integration into CNN-based models

Integrating the proposed masked components into any CNN-
based model takes three steps. First, all components that mix
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Fig. 4: Illustration of the three steps taken by the proposed
masked convolution layer. The illustration shows a 12x16
image with a 3x3 convolutional kernel, a stride of 2 and a
padding of 1. Three example convolution windows are shown,
two of which are valid (green) and one which is invalid (red).

information from different pixels, need to be replaced with
their masked counterparts. Next, a mask must be created from
the distraction cover, and passed through the network together
with the original input. Third, every time a masked component
is called, the mask must be passed to it and the updated mask
must be captured.

Many models, such as TruFor, are implemented using the
PyTorch [13] framework. To ease the integration process,
masked components can be implemented as wrappers of the
originals, allowing PyTorch to reuse the original weights.

C. Discussion

The use of masked convolutions as a technique for
distraction-aware FL has several advantages. First, it allows
the model to focus on the relevant parts of an image while
ignoring distractions, and it is toggleable, meaning if no mask
is provided, the model behaves as if it were unmodified. Next,
it does not require any training. Pretrained weights can be
reused. Last, masked convolutions can in theory be added
to any CNN-based model, making it a versatile solution.
This combination of properties makes masked convolutions a
promising approach for improving the robustness of FL. models
against forensic distractions.

The idea of masked convolutions is similar to the work
proposed by Liu et al. (2018) [14]. They used a similarly
modified convolution operation for the task of inpainting with



irregular-shaped holes. As opposed to our proposed method
of masked convolutions, Liu et al. treat holes in the image
differently from pixels outside the image. The convolution
operation is performed as normal, but the masked pixels set
to 0 and the output rescaled to account for ignored pixels.

In summary, we propose a novel approach to make CNN-
based FL models distraction-aware by replacing all compo-
nents that combine information from different pixels with a
masked version.

V. EVALUATION

To assess the performance of the proposed masked-
convolution approach, we integrated the masked components
into the TruFor model and evaluated its performance using the
same experiment performed in Section III.

A. Experimental setup

Datasets & Distractions To evaluate the performance of
the proposed method, the same datasets and distractions are
used as used in Section III-B.

Distraction cover The distraction cover is a binary mask
that indicates which pixels should be ignored during the
convolution operation. For these tests, the cover is created by
selecting the smallest rectangle that contains the distraction
padded by 4 pixels on all sides. This cover is given as input
to the modified TruFor model, along with the original image,
and is used in the calculation of the detection score.

Detection score To quantify the performance of the modi-
fied TruFor model, we use the adapted F1 score (1) as defined
in Section III-B, with the distraction cover used as the binary
mask (M). The adapted F1 score is used for two reasons.
First, just as before, the model should neither be rewarded nor
punished for detecting the distraction. Second, the modified
model generates nonsensical predictions for the masked pixels,
which would skew the results if taken into account.

B. Results

Table II shows the mean adapted F1 scores of the modified
TruFor model on the distracted images, and the corresponding
relative improvement (RI), defined in equation (2), for each
dataset.

The relative improvement is used to evaluate the increase
in performance of a modified model compared to the original,
unmodified, model.

- F1* score [M D] — F1* score [notM D]
~ F1* score [notM notD] — F1* score [notM D]

with M and D indicating modified and distracted,
respectively. The relative percentage increase is a value
between 0% and 100%, with 0% indicating no improvement
and 100% indicating that the modified model performs as
well as the unmodified model on non-distracted images.

RI 2)

The masked-convolution approach is able to significantly
improve the performance of the TruFor model in the presence
of distractions, with a relative improvement of 87.11%, i.e.,

TABLE II: Performance of unmodified TruFor vs. TruFor
adapted with the proposed masked-convolution approach in the
presence of distractions, measured in F1* score. Both models
perform equally on undistracted images (orig).

Unmodified Masked

Dataset TruFor [2] Convolution
orig  distr dec distr dec RI (2)
DSO-1[9] 435 .161 274 384 .051 81.48%
VIPP [10] 330 .028 302 289 .041 86.34%
OpenForensics [11]  .548 222 326 .530 .018 94.54%
IMD2020 [12] .558 426  .133 535 .024 82.22%
Average 468 209 259 434 033 87.11%

Manipulated  TruFor pred. TruFor pred. l\gl(_)gi 'I(zlllll;:)r

image (no distraction) (distracted) (distracted)

0.001

0.023

0.926

0.025

0.935

Fig. 5: Examples of manipulated images (manipulation in
orange and distraction in blue) with corresponding TruFor [2]
and proposed modified TruFor predictions and F1* scores,
with and without distractions. The white boxes in the last
column indicate the masked regions. The modified model
performs significantly better than the original TruFor model
in the presence of distractions, showing the effectiveness of
the masked-convolution approach as a solution to the problem
of forensic distractions.

nearly matching the original performance on non-distracted
images.

Fig. 5 shows several distracted images with their corre-
sponding predictions of both the unmodified and modified Tru-
For model. The approach is able to largely mitigate the impact
of forensic distractions on TruFor’s performance, allowing it
to regain a substantial amount of focus.

The increase in robustness is most apparent when looking
at the decrease in performance of the modified model due to
addition of distractions. The unmodified TruFor model has an
average decrease of 55.28% when distractions are added, while
the masked-convolution approach lowers this down to 7.12%.

The increase in robustness can also be seen in Fig. 6, which
shows a scatter plot of the F1* scores of the modified TruFor
model aggregated over all four datasets. The points lie much
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Fig. 6: Scatter plot of the localization scores (F1* scores) of
the proposed modified TruFor model. Compared to Fig. 2, the
points are now more clustered around the diagonal, indicating
that the model’s performance is significantly less affected by
the presence of forensic distractions.

closer to the diagonal compared to the unmodified TruFor
model in Fig. 2. This indicates higher resilience to distractions.

When comparing to the other FL models discussed in
Section III, the TruFor model with masked convolutions out-
performs all other models in the presence of distractions.

Even though the approach seems able to recover most of
the original performance, there remains an average decrease
in performance of 7.12% when adding distractions. This indi-
cates that the masked-convolution approach is not a complete
solution to the problem of forensic distractions, but it is a
major step in the right direction. Other approaches should
be explored to further improve the robustness of FL. models
against forensic distractions.

VI. CONCLUSION

This paper studied the impact of forensic distractions on FLL
models and proposed a solution to improve their robustness
against distractions.

The performed experiments show that forensic distractions
can significantly impact the performance of FL models. In
particular, TruFor is found to be highly sensitive to distrac-
tions, causing a decrease in performance of 55% on average.
PSCC-Net is also affected, but to a lesser extent, with an
average decrease of 25%. However, not all FL. models are
equally affected. CAT-Net is found to be quite robust against
distractions, and the model-based methods barely show any
sensitivity.

To improve the robustness of FL. models against distractions,
we proposed the use of masked convolutions, which differ
from standard convolutions by not convolving over the entire
input, but instead only over the parts that are not covered
by a provided distraction cover. By replacing all standard
convolutions with masked convolutions, the influence of the
covered regions on the detection result should be eliminated,
meaning that the model can focus on the rest of the image.

The performed evaluation shows that the masked-
convolution approach significantly improves the performance
of TruFor in the presence of distractions, with a relative

improvement of 87.11%. This approach is able to outperform
all tested FL models and shows high resilience to distractions,
with an average performance decrease of only 7.12% when
adding distractions. These results highlight the effectiveness
of the masked-convolutions approach as a method for creating
distraction-aware FL models.

Future work could focus on improving the proposed method
by supporting arbitrarily-shaped masks and automating dis-
traction cover generation, removing the need to manually
select distractions. The concept of distractions could also be
extended to include other types of regions that distract FL
models. For example, this could be useful for images with
overexposed regions or multiple manipulations where one
draws attention away from the other.
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1

Introduction

In recent years, fake news has emerged as a significant global issue. People are highly susceptible to
misinformation, which can shape their opinions, influence their decisions, and ultimately impact large-
scale societal domains such as politics, marketing, and public health. Social media platforms have become
the primary battlegrounds for the spread of misinformation, false narratives, conspiracy theories, and
manipulated multimedia content. The consequences of misinformation can be severe, swaying
public opinion, deepening societal divisions, and undermining trust in institutions.

This problem is further amplified by the growing sophistication and accessibility of image edit-
ing technologies. High-quality image manipulation is no longer confined to experts. Powerful editing
tools are widely available and increasingly user-friendly. Moreover, the rise of Generative AI (GenAl)
models, such as Stable Diffusion [1], FLUX [2], MidJourney [3], and Sora [4], has introduced new possi-
bilities for creating hyper-realistic synthetic images and videos. These models enable seamless inpainting
and full image generation with minimal effort. Even mainstream software like Adobe Photoshop now
integrates GenAl-powered tools, such as Generative Fill (see Fig. 1.1), making advanced manipulation
capabilities accessible to a wide audience.

Figure 1.1: Example of Adobe Photoshop Generative Fill

These technologies empower creativity and innovation. They allow artists and the entertainment
industry to push creative boundaries, enabling an expression of creativity like never before. While there
is clear potential for harmless use, they also pose significant risks when misused:

In malicious contexts, these tools can be exploited to fabricate fake news, influencing public per-
ception, fueling conspiracy theories, and eroding trust in legitimate news sources. E.g., Figure 1.2 show
a viral fake image of Zelenskyy posing with a large amount of cash suggesting there was a high level of
corruption in Ukraine, thereby influencing publics perception on the war.

They can also enable impersonation, leading to identity fraud, political manipulation, or reputa-
tional damage. A recent example occurred when a finance worker was tricked into transferring $25 million
after a deepfaked video call with a scammer impersonating their company’s chief financial officer [5].



Figure 1.2: Fake images can be used to create fake news and influence public opinion. This image shows
Zelenskyy posing with a large amount of money suggesting corruption is at play.

Additionally, these technologies can facilitate fraud, allowing scammers can create highly convincing
fake profiles, documents, financial records and images. E.g., Figure 1.3 shows a real-life case of insurance
fraud, where a person filed a fraudulent insurance claim by manipulating photos of a car and forging a
repair invoice [6].

Figure 1.3: Fake images can be used to facilitate insurance fraud. The image of the car was manipulated
to make it appear as if it was involved in an accident.

Given these developments, it has become increasingly important to detect forged or synthetic visual
media. The field of multimedia forensics focuses on analyzing digital content to determine its authen-
ticity. By combining techniques from computer vision, signal processing, and machine learning, this field
aims to develop robust tools for detecting image manipulations and synthetic media.

These forensic tools have a wide range of applications across various sectors, such as media
and journalism organizations (e.g., VRT, European Broadcasting Union), fact-checking platforms (e.g.,
deCheckers, Factcheck.Vlaanderen, Knack), law enforcement agencies (e.g., Federal Police), cybersecu-
rity institutions (e.g., European Union Agency for Cybersecurity-ENISA), and social media platforms to
combat the spread of misinformation and uphold information integrity.
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The field of multimedia forensics consists of two main tasks: Forgery Localization (FL) and
Synthetic Detection (SD). FL focuses on identifying and localizing manipulations, while SD aims to
detect full Al-generated media. Both branches rely on the analysis of forensic traces, which are artifacts
left behind by manipulation and GenAl processes. These traces can be subtle and difficult to detect,
making the development of effective forensic tools a challenging task.

The societal impact of misinformation is far-reaching, affecting public trust, political stability, and
social cohesion. As manipulated and synthetic media become increasingly prevalent, the role of multi-
media forensics grows ever more critical. By addressing the challenges posed by misinformation, forensic
tools play a key role in safeguarding the integrity of information, supporting informed decision-making,
and strengthening the resilience of society against manipulation and deception.

1.1 Problem Statement

Despite the significant progress in the field of multimedia forensics, current state-of-the-art detection
models still face several critical limitations that hinder their practical reliability. While many models
demonstrate impressive performance under controlled conditions or specific manipulation types, their
robustness and generalizability in real-world scenarios remain limited.

One core issue is limited generalization across manipulation types. Two main classes of forensic
models exist, being hand-crafted models and deep-learning based models. Handcrafted models are often
created with specific manipulations in mind. Deep-learning models, on the other hand, are trained on a
select number of datasets, which only contain certain forgeries. This leads to many forensic models only
being robust to a narrow set of forgery techniques, such as inpainting, splicing, or copy-move.

They will struggle to maintain performance when confronted with forgeries outside their training do-
main. For instance, a model optimized for inpainting detection may fail to identify splicing artifacts, and
vice versa. This specialization leads to fragility when models are deployed in the wild, where manipula-
tion techniques are often varied and unpredictable.

Another major challenge lies in degradation under compression and post-processing. Fake
images are often reshared across platforms, undergoing multiple rounds of compression and resolution
changes. This process can obscure manipulation traces and cause models to break down or misclassify
the content entirely.

Similarly, some forensic models fail when multiple forgeries coexist within the same image, for
example, when two people are inserted into a scene rather than just one. This lack of robustness limits
their effectiveness in complex or layered manipulation scenarios.

Lastly, it has been noticed that some forensic models tend to become distracted by superficial,
non-malicious modifications. This has, however, never been formally investigated. In real-world con-
texts, images often carry overlaid content, such as captions, watermarks, logos, or platform branding.
These are elements commonly added during social media sharing or publication on news and blog web-
sites. Figure 1.4 illustrates the effect that benign elements such as a logo can have on the performance
of a forensic model.

As these additions are technically manipulations, they are expected to be detected in FL tasks.
Nonetheless, some forensic models disproportionately focus on these distractions, detecting them as fake
while overlooking the actual malicious forgery within the image. To a far lesser extent, distractions also
impact the performance of some SD models. This behavior significantly reduces the practical us-
ability of such models for analyzing images shared online, where non-malicious overlays like captions,
watermarks, and logos are prevalent.
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IDLab VIR

o

(a) Manipulated image with a logo  (b) Prediction of the non-distracted ~ (c¢) Prediction of the distracted im-
added image age

Figure 1.4: Illustration of the problem of forensic distractions. The left image shows a manipulated image
with a distraction added in the form of a logo. The logo is not malicious in nature, but it does negatively
impact the performance of forensic models.

The middle image shows TruFor’s prediction (a state-of-the-art FL model) of the non-distracted image
(i.e., without the logo present), and the right image shows TruFor’s prediction of the distracted image
(i.e., with the logo). The addition of the logo causes TruFor to fail detection of the forgery.

These challenges reveal a gap between theoretical performance and practical utility. Improving general
robustness and adaptability remains an open research problem. To this end, this thesis specifically focuses
on the underexplored susceptibility of forensic models to distraction and explores strategies to mitigate
their effects.

Addressing this issue is essential to enhance the reliability, interpretability, and trustworthiness of
multimedia forensic tools in realistic, noisy, and content-rich contexts, particularly in high-stakes envi-
ronments such as journalism, law enforcement, and online content moderation.

1.2 Research Questions

The aim of this thesis is to investigate the impact of forensic distractions, defined as benign, non-malicious
overlays such as captions, watermarks, and logos, on the performance of image forgery detection models,
and to explore strategies for increasing model robustness in such conditions.

To that end, this thesis aims to answer two Research Questions (RQs):

RQ 1: What is the impact of forensic distractions on existing Forgery Localization (FL) and Synthetic
Image Detection (SID) models?

This question aims to evaluate a representative set of, both FL and SD, state-of-the-art forensic meth-
ods, to determine which ones are susceptible to distractions and which demonstrate resilience. The goal
is to quantify the extent to which these distractions interfere with the accurate localization of manipu-
lated regions of Forgery Localization (FL) models and the classification performance of Synthetic Image
Detection (SID) models.

RQ 2: To what extent can models that are sensitive to distractions be made more robust, either
through architectural design or training strategies?

Based on the insights from the evaluations, this thesis explores the feasibility of improving model ro-
bustness. This involves experimenting with training techniques and model adaptations aimed at reducing
distraction sensitivity, and assessing their effectiveness on diverse and realistic test cases.

By answering these questions, this thesis aims to contribute to a deeper understanding of the limi-
tations and potential improvements of current multimedia forensic tools in real-world, content-rich envi-
ronments.
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1.3 Thesis Outline

This thesis is structured into eight chapters. The first two chapters provide an overview of the field of
multimedia forensics. The third chapter presents the problem of forensic distractions. The fourth chapter
discusses potential solutions, which are evaluated in the fifth chapter. Chapter size outlines potential
future work, and chapter seven provides a societal reflection. Finally, chapter eight concludes the thesis.
The following is a more extensive overview of the different chapters.

Chapter 1: Introduction

Chapter 1 introduces the problem of misinformation and manipulated media. It outlines the moti-
vation for this research, presents the core research questions, and situates the study within the broader
field of multimedia forensics.

Chapter 2: Related Work

This chapter provides an overview of a selection of existing approaches for image forensics. It outlines
the core differences between FL and SID and explains how models use forensic traces to perform their
task. This chapter lays the foundation for understanding the objectives and workings of forensic models
discussed in this thesis.

Chapter 3: Motivation - The Impact of Forensic Distractions

Chapter 3 defines the concept of forensic distractions and illustrates their disruptive effects through
empirical evaluation. An experiment is conducted across a variety of models to assess the impact of such
distractions, answering RQ 1.

Chapter 4: Distraction-aware Forgery Localization

This chapter discusses potential solutions to increase the robustness of models to forensic distractions
and evaluates their trade-offs. It answers RQ 2 by implementing solutions for the TruFor model and
presenting the made adaptations and architectural choices.

Chapter 5: Evaluation

In this chapter, the proposed solutions are evaluated on a variety of datasets and compared to the
original TruFor model. The results are presented and discussed, highlighting the effectiveness of the
proposed methods in improving model robustness against distractions.

Chapter 6: Future Work

Chapter 6 outlines potential directions for extending the performed research.

Chapter 7: Societal Reflection

Chapter 7 presents a reflection on the broader societal relevance of this work.

Chapter 8: Conclusion

This chapter summarizes the main findings of this thesis: the impact of forensic distractions on
forensics models, the proposed methods to improve robustness, and possible directions for future research.
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1.4 Use of Generative Al

In this final section of the introduction, I would like to discuss the use of generative artificial intelligence
(GenAl) in the context of this thesis. GenAl was used in two main ways. That is, to help with the code
and to help with the writing of the thesis itself.

During this thesis, a considerable amount of code was written. This includes code for the performed
experiments (see Chapter 3 and Chapter 5), code for the proposed solutions (see Chapter 4), and code
for the visualizations of results shown throughout the thesis.

To help me with the development of this code, I used two GenAl tools, being ChatGPT! and GitHub
Copilot?. GitHub Copilot is integrated into my IDE (Visual Studio Code), which made it easy to use for
small code snippets or to debug small pieces of code. ChatGPT was used to debug larger pieces of code,
such as the dataloader and training loops. I want to stress that I did not use GenAl to write entire pieces
of code. The main code is always written by me, and GenAl was only used to speed up the process.

All code generated by GenAl was thoroughly reviewed and modified by me. This is important, as
GenAl is not perfect and can make mistakes.

Writing an entire thesis can be overwhelming. To ease this process, some GenAl tools were used to
help with the writing of the thesis itself.

GenAl was mostly used in the first draft phase. To start, I would create an outline of everything I
wanted to say. This could be in bullet points or in some small paragraphs. I then used GenAl to create
a first draft of the section. This helped to get over the initial writer’s block. Starting a new section can
be quite hard. Everything I write feels a bit off, as I can’t seem to find the right words. By using GenAl
to create a first draft, I was able to first focus on the most important part, being the content and the
structure of the section, instead of the wording itself.

All text written by GenAl was reviewed and rewritten by me in a second phase. In this phase, I went
over the created first draft, rewrote it in my own words/style, and added any missing information. The
help of my counsellor, Dr. ir. Hannes Mareen, was invaluable in this phase.

In a third and final phase, I polished the text, highlighting important information and making sure
everything was clear and easy to read. In this phase, GenAl was sometimes used to reword sentences or
give synonyms for words to avoid repetition.

The text you are reading now is the result of this careful, iterative process, which combined my own
writing with the assistance of GenAl and the feedback from my counsellor.

Lastly, I want to note that this was my first time using ITpXfor such a large project. As I do not have
extensive knowledge of ITEX, I used both online forums such as tex.stackexchange.com and GenAl to
help me with the formatting of text, tables, and figures.

Ihttps://chat.openai.com/ (using GPT-40 by OpenAl, https://platform.openai.com/docs/models/gpt-4o)
2https://github.com/features/copilot (using GPT-4.1 by OpenAl, https://platform.openai.com/docs/models/

gpt-4.1)
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2

Related work

Image forensic models can be categorized into two types, FL models and SD models. Figure 2.1 illus-
trates their different goals. Both approaches look for subtle traces left behind during image editing or
synthetic image generation. Understanding the fundamental differences between FL and SD in terms of
their objectives and their outputs is important, as is grasping the mechanisms that enable the detection
and localization of forgeries.

This chapter provides an overview of how FL and SD are performed and highlights a selection of state-
of-the-art models in each category. It serves as a reference for the models used in the two experiments
performed in Chapter 3. Section 2.1 discusses models for FL, while Section 2.2 explores SD models.

(a) Manipulated image of a pilot holding a selfie (b) Synthetic image of a cow in an office building.!
stick. The manipulation is highlighted in orange

Figure 2.1: Forgery localization (a) aims to identify the manipulated region in the image, while synthetic
image detection (b) focuses on classifying the entire image as either authentic or synthetic.

Tmage generated via https://deepai.org/machine-learning-model/text2img
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2.1 Forgery Localization

The goal of FL models is not just to detect forgeries, but also localize them. The output of an FL
method is an anomaly- or forgery mask. The model calculates a forgery probability for each pixel in
the original image. This score is an indication of how likely the pixel is forged (i.e., it was not part of the
original image). FL techniques aim to detect local alterations by analyzing subtle forensic traces.
These traces are small artifacts or inconsistencies across the image which are introduced somewhere along
the forgery process. Often used forensic traces are camera noise, compression artifacts and deepfake traces.
These traces are discussed in Section 2.1.1. FL models can be split up into two main categories, being
model-based methods, discussed in Section 2.1.2 and data-driven deep learning methods, discussed in
Section 2.1.3. An overview of the discussed models is provided in Table 2.1.

2.1.1 Forensic Traces

Camera Noise

A commonly used forensic trace is the presence of inconsistencies in camera noise [7, 8]. When taking a
picture, the camera sensor introduces a certain noise pattern or fingerprint onto the image. This
pattern is called a Photo-Response Non-Uniformity (PRNU) fingerprint. It is not visible with the human
eye, but it can be used to detect if two images were taken with different cameras. In Figure 2.2, the
PRNUs and Noiseprints (discussed later) are shown for two different cameras. It can be seen that for
different cameras the fingerprints are different. Forged images are often spliced. Splicing is copying one
part of an image (the source image) and pasting it in a different or even the same image (the destination
image). When the source and destination image were produced by a different camera, the camera noise
fingerprints will be different. This allows detection models to pinpoint the splicing. Examples of models
that exploit camera noise are Noiseprint [7] and TruFor [8]. Both are discussed in Section 2.1.3.

D01 Samsung GalaxyS3Mini

DO5 Apple iPhone5c

PRNU

NP

Figure 2.2: The PRNUs (top row) and Noiseprints (bottom row) are calculated for two different cameras.
As the cameras are different, the corresponding PRNUs and Noiseprints are also different. By analyzing
these fingerprints, manipulations taken by a different camera than the rest of the image can be detected.
Image reproduced from Cozzolino et al. (2020) [9]
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Compression Artifacts

Another often used forensic trace is the presence of inconsistencies in compression artifacts [10]. Com-
pression artifacts are artifacts introduced by lossy compression methods such as JPEG. Information is
lost, during lossy compression, and this creates both visible and invisible changes in the image.
Figure 2.3 shows some common visible compression artifacts, being mosaicing, visible DCT-blocks and
ringing. Just as with PRNU fingerprints, splicings can be localized by looking at differences in these
compression artifacts. The source and destination image will have a different compression history, as
shown in Figure 2.4. This history is composed of a part before the splicing and a common part after the
splicing. This difference in history allows detection models to detect the manipulated pixels. A common
example is Double Quantization (DQ), where the original image undergoes two rounds of compression,
while the spliced region is only compressed once, being after it is inserted.

Examples of models that study compression artifacts are model-based methods such as DCT [11],
ADQ1 [12], BLK [13] and CAGI [14], and data-driven methods such as Comprint [10] and CAT-Net [15].
TruFor uses Noiseprint++ which also incorporates the compression histories. The model-based methods
are discussed in Section 2.1.2, and both Comprint and CAT-Net is discussed in Section 2.1.3

»

(a) JPEG compressed image

_""'ll-llr_-ﬂ

(b) Mosaicing ) Visible DCT-blocks (d) Ringing

Figure 2.3: When an image (a) is lossily compressed, compression artifacts can be introduced. Some
common artifacts are mosaicing (b), visible DCT-blocks (b), and ringing (c).

Deepfake Traces

Deepfake Face Detection (DFD) can be seen both as a type of FL or SD. Deepfake techniques use GenAl
models to generate highly realistic facial forgeries. Since these manipulations alter facial regions, FL
methods can be applied to localize the tampered areas. However, because the primary objective is often
to determine whether a face is synthetic, SD approaches are also relevant. As a result, DFD sits at the
intersection of FL and SD, and both types of techniques are commonly employed.
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Forgery image
Compression history: Q70

Editing

Recompression
with Q80

Spliced image

Base image
Compression history: Q90

Q90 + Q80 <—> Q70 + Q80
Different compression histories

Figure 2.4: A splicing consists of a base image and a forgery. Both the base image and the forgery have
been subjected to different compressions in the past, called their compression history. The splicing is
later again compressed, altering their histories. However, the base image and forgery still have a different
compression history, making it possible to distinguish between both.

It is, however, often discussed separately, as it specifically focuses on detecting manipulated or syn-
thetic faces. DFD models often rely on detecting subtle artifacts introduced during the generation process,
such as inconsistencies in facial features, unnatural textures, or mismatched lighting. DFD is not further
discussed in this thesis.

2.1.2 Model-Based Methods

Model-based forgery localization methods rely on hand-crafted features and explicit assumptions
about the statistical or physical properties of authentic images. These models are often based on detecting
anomalies in JPEG compression artifacts. Their performance often depends heavily on the validity of
their underlying assumptions, which may not hold in real-world, in-the-wild, scenarios where images are
frequently recompressed multiple times or edited in unforeseen ways.

DCT

One well known model-based approach to image forgery detection is based on DCT blocking artifact
analysis. JPEG compression introduces characteristic blocking artifacts due to the use of Discrete Cosine
Transform (DCT) on 8x8 image blocks. The method proposed by Ye et al. (2007) [11] detects inconsis-
tencies in these JPEG artifacts by, first, estimating the underlying JPEG quantization table and, second,
measuring the difference between actual DCT coefficients and their expected quantized values for each
block in the image. This difference is called the Blocking Artifact Measure (BAM). By analyzing local
deviations in BAM across the image, the method can identify tampered regions.

ADQ1

An advancement over traditional DCT-based forgery detection is ADQ1 (2009) [12], which targets fine-
grained localization of tampered regions in JPEG images by analyzing Double Quantization (DQ) effects
in DCT coefficients. ADQL1 is relatively fast and is able to provide an anomaly mask with block-level
resolution.
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ADQ1 builds histograms for multiple DCT frequencies across YUV color channels and identifies
periodic structures caused by DQ effects. It applies a naive Bayesian approach to estimate the likelihood
that each 8x8 block is either tampered or untampered based on how well it aligns with these periodic
artifacts. These per-block estimates are aggregated into a Block Posterior Probability Map (BPPM).
This BPPM is then thresholded and segmented to localize the manipulated regions. Finally, a trained
SVM classifier uses features extracted from the BPPM to confirm image-level tampering.

BLK

BLK (2009) [13] is another model-based method. It focuses on detecting inconsistencies in the Block
Artifact Grid (BAG) introduced during JPEG encoding. JPEG compression divides images into 8x8
blocks, and the block boundaries form a weak but regular grid known as the BAG. When an image is
manipulated using techniques like copy—paste, inpainting, or cropping, the alignment of these grids can
become inconsistent.

The BLK method introduces a blind algorithm to extract BAGs by enhancing weak periodic edge
structures using second-order differences and periodic median filtering. The extracted BAG image is
analyzed for anomalies. A marking procedure is used to automatically highlight inconsistencies, such as
areas where the grid is missing, faint, or misaligned. This approach is particularly effective for detecting
tampering that disrupts the natural alignment of JPEG block structures, even in cases where other
statistical methods fail.

CAGI

CAGI (2018) [14] stands for Content-Aware detection of Grid Inconsistencies. It works by detecting
JPEG grid misalignments, similar to BLK. CAGI identifies such disruptions by exhaustively estimating
grid positions and measuring their local confidence scores.

CAGI has two key improvements compared to BLK. First, a grid alignment confidence measure that
improves robustness to image content and compression quality. Second, a content-aware filtering step
that suppresses false positives caused by strong edges, over- or underexposed regions, or highly textured
areas.

CAGI generates heatmaps to highlight tampered areas by analyzing grid alignments and combining
auxiliary maps. It also includes an inverse mode (inv-CAGI) for cases where tampering strengthens grid
traces rather than weaker grid traces. CAGI offers both accurate and interpretable results.

2.1.3 Data-Driven Deep Learning Methods

In contrast to model-based techniques, data-driven deep learning methods learn to detect and localize
forgeries directly from data by training on large collections of manipulated and pristine images. These
approaches typically rely on Convolutional Neural Networks (CNNs) and Vision Transformers to capture
both low-level forensic traces and high-level semantic inconsistencies that may arise from tampering.

Data-driven models can be supervised but can also follow a one-class training paradigm. In one-class
training, the model learns what pristine, authentic data looks like instead of learning to distinguish forged
data and authentic data. As the model does not just learn to detect the kind of forgeries present in the
dataset, it generalizes better to unseen forgeries. Both Noiseprint and Comprint are examples of one-class
trained models.

Deep learning-based methods have strong performance, especially when trained with diverse and
realistic forgeries. They often generalize better across manipulation types and image domains, particularly
when explicitly designed for in-the-wild robustness.
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Noiseprint

One notable model that leverages PRNU-like traces for image forgery localization is Noiseprint (2020) [7].
Unlike traditional PRNU-based methods that attempt to isolate device-specific fingerprints, Noiseprint
focuses on extracting camera model-level fingerprints. It introduces a deep learning approach to generate
noise residuals that suppress scene content while enhancing forensic artifacts caused by the in-camera
processing pipeline. The model utilizes a CNN, based on the Denoising CNN (DnCNN) [16] backbone.
This CNN is trained with the Siamese paradigm, to distinguish between image patches from the same or
different camera models. By doing so, it learns to highlight consistent artifacts inherent to the camera
model and suppresses other unrelated content. The resulting residual, termed the noiseprint, can be
interpreted as a camera model-specific forensic trace.

These noiseprints can reveal manipulations, such as splicing, through visual or algorithmic analysis, as
inconsistencies in the pattern can indicate the presence of forgeries. Importantly, Noiseprint is a one-class
learning method, and the training process is completely unsupervised with respect to the test data (i.e.,
manipulated images), making the model robust across different datasets and unseen camera models.

An example of two spliced images and their corresponding noiseprints is shown in Figure 2.5. The
forgeries become visible through inconsistencies in the extracted residual. In Figure 2.2, a comparison
between Noiseprint and PRNU is shown. It can be seen that the Noiseprint fingerprint is much more
structured than the PRNU fingerprint.

Figure 2.5: Example of spliced images (left side) and their corresponding Noiseprints (right side). The
forgeries are not visible in the original images, but do become visible in the extracted Noiseprints due to
inconsistencies in the camera noise fingerprint. Image reproduced from Cozzolino et al. (2020) [7]

Comprint

Another fingerprint-based approach is Comprint (2023) [10], which focuses on the compression history
of an image rather than the camera model. Comprint introduces a method to extract a compression
fingerprint, termed a comprint, by training a deep neural network to detect inconsistencies in JPEG
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compression artifacts. Similar to Noiseprint, the model employs a CNN based on the DnCNN [16]
backbone, that is trained with the Siamese paradigm, but instead of learning camera-specific traces,
it learns to distinguish between patches that have different JPEG compression histories. It uses only
pristine training data, making it a one-class learning method capable of generalizing to many different
manipulations. During inference, the extracted comprint is passed through a blind localization algorithm
to produce a heatmap indicating likely tampered regions. This makes Comprint particularly effective in
real-world conditions, where recompression often obscures traditional forensic traces. An example of two
manipulated images and their corresponding comprints is shown in Figure 2.6.

Figure 2.6: Example of spliced images (left side) and their corresponding Comprints [10] (right side).
The forgeries are not visible in the original images, but do become visible in the extracted Comprints
due to inconsistencies in the compression artifacts.

CAT-Net

CAT-Net (2022) [15] is a fully CNN-based model. Designed to detect and localize image splicing by
jointly analyzing visual features and compression artifacts. The model consists of two parallel streams:
an RGB stream for learning visual-level cues, and, a DCT stream for capturing JPEG compression arti-
facts. CAT-Net uses HRNet [17] as its backbone, allowing it to retain high-resolution features throughout
the network and effectively fuse multi-scale information. The outputs of the RGB and DCT streams are
merged in a final fusion stage, producing a binary mask that highlights tampered regions.

One of CAT-Net’s key strengths is its robustness across both JPEG and non-JPEG images, as it sim-
ulates DCT features for non-compressed inputs by using a JPEG encoder with quality 100. By explicitly
modeling compression artifacts alongside image content, CAT-Net demonstrates strong generalization
across different manipulations.

PSCC-Net

PSCC-Net (2022) [18] is a forgery localization method that does not rely on compression artifacts, but
instead models spatio-channel correlations to detect any kind of manipulation. PSCC-Net consists of
two paths: a top-down path that extracts multi-scale local and global features, and a bottom-up path



2.1. FORGERY LOCALIZATION 14

that progressively refines manipulation masks from coarse to fine resolutions using SCCM modules. The
Spatio-Channel Correlation Module (SCCM) captures both spatial and channel-wise correlations at each
refinement step, producing intermediate feature maps. Each intermediate map is passed to the next
SCCM module, progressively improving the localization accuracy at higher resolutions.

TruFor

TruFor (2023) [8] is one of the best state-of-the-art deep learning-based methods. It combines both
low-level forensic traces and high-level semantic information using a modular architecture. A key part
of TruFor is the integration of a refined residual fingerprint called Noiseprint++ (NP++). In contrast
with many state-of-the-art FL. models, TruFor also produces a confidence map and a forgery score. The
addition of both components leads to an increase in interpretability and reliability, and makes it possible
to not only perform localization but also image-level detection. Answering the question “Is this image
forged?”.

In Chapter 4 the TruFor model is altered to make it more robust against forensic distractions. This
requires some knowledge about TruFor’s architecture, therefore, a technical overview of the different
components that make up TruFor is provided here.

General Architecture TruFor follows a multi-stage architecture, which can be seen in Figure 2.7,
consisting of five main components: a Noiseprint++ Extractor, a shared Encoder, two parallel Decoders,
respectively, producing an anomaly map and a confidence map, and a final Forgery Detector that esti-
mates a global integrity score. The RGB image and its extracted residual NP4+ are jointly encoded to
extract features. These features are then decoded along two paths. The Anomaly Decoder is focused on
identifying likely forgeries, and the Confidence Decoder on assessing the trustworthiness of the localiza-
tion. The final forgery score is computed by the Forgery Detector using pooled features from both maps.

RGB image

Anomaly map

Anomaly
Decoder
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Noiseprint++ Confidence map

Figure 2.7: The TruFor architecture consists of five main components: The Noiseprint++ Extractor,
the Encoder, the Anomaly Decoder (produces the anomaly map), the Confidence Decoder (produces the
confidence map) and the Forgery Detector (produces the forgery score). Image reproduced from Guillaro
et al. (2023) [8]

Noiseprint++4 (NP++4) The strength of TruFor is partially due to the use of NP++. NP++ is
an improvement of the previously discussed Noiseprint. It combines concepts from Noiseprint and Com-
print, i.e., using both camera and compression noise traces, and incorporates more editing history traces.
The model is trained via contrastive learning and is based on the DnCNN [16] backbone, similar to its
predecessors. Figure 2.8 shows a spliced image with both the Noiseprint++ and the original Noiseprint.
It can be seen that NP4+ performs noticeably better than the original Noiseprint. Lastly, as NP++
is, just like Noiseprint and Comprint, a one-class learning method, it generalizes well to a wide range of
manipulations. This generalization ability is inherited by the full TruFor model.
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Noiseprint++ Noiseprint

Figure 2.8: Example of spliced images (left) and their corresponding Noiseprint++ (center) and Noiseprint
(right). The forged area is more clearly visible in the Noiseprint++ than in the original Noiseprint. Image
reproduced from Guillaro et al. (2023) [§]

Encoder The encoder uses a cross-modal transformer-based architecture, adapted from SegFormer
[19]. It works in 2 feature extraction branches. Each branch passes through a transformer blocked based
on Mix Transformer encoder B2 (MiT-B2) [20]. The branches are then processed together using a Cross-
Modal Feature Rectification Module (CM-FRM) [19]. This output is then further processed in 3 more
similar steps. At each step, the resolution of the feature maps is divided by 4, and the feature maps are
passed through a Feature Fusion Module (FFM) to produce one output of the encoder. The 4 resulting
outputs are the latent condensed feature maps that are used by the decoders to generate the anomaly
mask, the confidence mask and the integrity score.

The CM-FRM block exploits the interactions between the semantic features from the RGB image
and the residual features from Noiseprint++. The FFM integrates the RGB and Noiseprint++ features
using a lightweight cross-attention mechanism that operates without positional encoding.

Decoders For the two decoders (i.e., the Anomaly Decoder and the Confidence Decoder), All-MLP
decoders [20] are used. AIl-MLP decoders consist only of MLP layers. For every latent feature map, the
channels are first unified, and the sets are upscaled to 1/4th the original resolution. Next, the maps are
concatenated and passed through 2 more MLP layers, finally resulting in 2 channels, one for real and one
for fake pixels.

Anomaly Localization Map The first decoder is the Anomaly Decoder. It produces a high-
resolution, pixel-level anomaly map, which highlights the manipulated regions in the image. Higher
values indicate larger probability of forgery. In Figure 2.9, the anomaly masks can be seen for both a
manipulated and authentic image.

Confidence Map To reduce false positives and increase reliability, TruFor includes a confidence
map (generated by the second decoder), which estimates how trustworthy the forgery probability of each
pixel is. Bright regions (i.e., high pixel values) in the confidence map indicate high certainty, while dark
areas (i.e., low pixel values) suggest low reliability. This can be seen in Figure 2.9.

Forgery Score Both the anomaly and confidence maps are pooled together to form a compact
feature vector. This vector is then passed to a binary classifier to generate an integrity score, which
provides an image-level prediction of whether the input is manipulated or not. This classifier network
consists of 2 fully connected layers with RELU activation. The confidence mechanism plays a crucial role
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in filtering out accidental high responses in pristine areas, offering a more interpretable, explainable and
robust decision process. This is illustrated in Figure 2.9.

anomaly map confidence map score
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Figure 2.9: Example of both a fake (top row) and real (bottom row) image and their corresponding
anomaly map, confidence map and forgery score. White pixels in the confidence map mean the model
is confident in its detection, black pixels mean the opposite. The forgery score gets corrected based on
the calculated confidence map, leading to a more robust output. Image reproduced from Guillaro et al.
(2023) [8]

Loss functions TruFor is trained in three steps. In the first step, the Noiseprint++ Extractor is
trained using self-supervised contrastive learning. The second step is the joint training of the encoder
(pretrained) and the Anomaly Decoder. This is done using a combination of the weighted cross-entropy
loss and the dice-loss [21]. The third step is the joint training of the Confidence Decoder and the Forgery
Detector. This is done using a combination of the mean squared error loss calculated on the confidence
map and the balanced cross-entropy loss on the forgery map.

Training/Validation data The NP4+ extractor was trained on a custom dataset, containing
about 25,000 publicly available images. The encoder and decoders were trained on a combination of
14 datasets, as proposed by CAT-Net [15], consisting of about 877,000 images. Some included datasets
are Fantastic Reality [22], IMD2020 [23], SP COCO, CM COCO, CM RAISE and CM-JPEG RAISE
collectively called tampCOCO [15], and JPEG RAISE [15].

Model Year Core Detection Strategy

[11] 2007 Double JPEG compression inconsistencies in DCT coefficients
[12] 2009 Aligned double quantization artifacts in JPEG

BLK [13] 2009 Block artifact grid (BAG) inconsistencies
[14] 2018 Content-aware detection of JPEG grid misalignments

Noiseprint [7] 2020 Camera model fingerprint extraction via Siamese trained CNN
]

Model-based

2023  Compression fingerprint extraction via Siamese trained CNN

oD
g
g . YOmPHHL [V 220 LOIPICSSION HNECIPIIIL CXLIACtion via Hlainese tralnod M4
8 CAT-Net [15] 2022 Dual-stream CNN for visual and DCT compression cues

@ PSCC-Net [18] 2022 Progressive spatio-channel correlation modeling

@)

]

TruFor [8] 2023 Fusion of image content and Noiseprint++ residuals

Table 2.1: Overview of forgery localization models and their detection strategies. The models can be
split into three groups. The first four models are model-based methods (Section 2.1.2), while the other
models are deep learning-based methods (Section 2.1.3). Noiseprint and Comprint are both fingerprint
extraction methods, and are not further discussed in this thesis.
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Summary

Forgery Localization (FL) aims to produce pixel-level anomaly maps that highlight manipu-
lated regions within an image. FL models search for inconsistencies in low-level forensic traces,
such as camera noise fingerprints, left behind by the camera sensor, and compression artifacts, in-
troduced by lossy compression algorithms.

These models can be broadly divided into two main categories: model-based methods, which rely
on hand-crafted forensic features, and data-driven deep learning methods, which learn
manipulation patterns directly from data. An overview of the discussed models is provided in Ta-
ble 2.1. While deep learning methods generally achieve higher performance and better generalization
across manipulation types, no method is perfect. Different models exhibit varying levels of ro-
bustness depending on the nature of the manipulation or the presence of post-processing operations
such as compression.

Chapter 3 investigates one particular vulnerability of some FL models, the impact of forensic distrac-
tions, and analyzes how these distractions affect the localization accuracy of various state-of-the-art
approaches.
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2.2 Synthetic Image Detection

The second category of image forensic models are SID models. The output of these models is a score,
indicating the probability that the image is synthetically generated. Some techniques also
perform model attribution, which involves identifying the specific generative model or architecture used
to create the synthetic image [24, 25]. This can provide additional insights into the origin of the image
and help in tracing its generation process.

In the earlier days of GenAl, it was quite easy to identify synthetic images by simply looking
for abnormalities, such as extra fingers or distorted faces. A study from 2022 [26] found that the ability
of humans to detect synthetic images has significantly declined as generative models have improved.
Another study from 2023 [27] found that current Al-generated faces have become so realistic, they are
undistinguishable from real faces, often appearing even more realistic than actual human faces.

As traditional techniques, based on obvious indication, do not suffice anymore, current state-
of-the-art models often focus on invisible fingerprints introduced by the Al-generation model [25, 28].

For this thesis, eight SID models were chosen for evaluation, representing a diverse set of strategies
and techniques. This selection ensures a comprehensive overview of the latest advancements in synthetic
image detection. The models were selected by SIDBench [29]. SIDBench is a SID benchmark
which evaluated a number of state-of-the-art SID models on a large number of different synthetic image
datasets. This makes it an excellent resource for selecting relevant and effective approaches. The selected
models can be grouped into four categories based on their approach: spectrum-based, local artifact and
texture-based, hybrid feature-based, and foundation model-based methods. The following sections briefly
describe each category and the selected models. An overview is provided in Table 2.2.

2.2.1 Spectrum-Based Methods

GenAl models leave behind characteristic fingerprints in the frequency domain, which can be ob-
served through the image’s Fourier spectrum. These spectral fingerprints are unique to the generative
model, and can be used not only for detecting synthetic images, but also for model attribution as they
are often tied to the architectural choices of the generator. Figure 2.10 illustrates the spectral patterns of
different GenAI models. Two spectrum-based methods are discussed, CNNDetect [30] and DIMD [28].

ProGAN DALL-E Mini

BigGAN StyleGAN2

Taming Tran.

GLIDE Latent Diffusion Stable Diffusion DALL-E2

Figure 2.10: Example of the fourier spectra fingerprints left behind by different GenAlI models. From
left to right, top to bottom: ProGAN [31], BigGAN [32], StyleGAN2 [33], Taming Transformers [34],
DALL-E Mini [35], GLIDE [36], Latent Diffusion [1], Stable Diffusion [37], ADM [38], DALL-E 2 [39].
Image reproduced from Corvi et al. (2023) [28]



2.2. SYNTHETIC IMAGE DETECTION 19

CNNDetect

CNNDetect (2020) [30] trains a binary classifier on ProGAN images and detects synthetic content by
learning common artifacts left by upsampling operations in CNN-based generators. It uses data augmen-
tation and diverse training data to improve robustness and generalization to other generative models.

DIMD

DIMD (2023) [28] targets synthetic image detection specifically for diffusion models. It estimates noise
residuals from images and performs spectral analysis to reveal subtle generation artifacts. These finger-
prints, though weaker than in GANs, can still distinguish some diffusion models, especially when using
detectors trained on similar architectures.

2.2.2 Local Artifact and Texture-Based Methods

Synthetic image generators often leave behind subtle structural or texture-level inconsistencies
that are difficult to detect using frequency analysis alone. Local artifact and texture-based methods focus
on low-level visual cues such as local pixel relationships, textural irregularities, or inter-pixel statistics.
These approaches are particularly useful for generalizing across unseen generative models, as they rely
on architectural patterns or local irregularities that are common in synthetic content. From this category
three models were selected, GramNet [40], PatchCraft [41], and NPR [42].

GramNet

GramNet (2020) [40] enhances fake image detection by incorporating global texture features using Gram
matrices. It extends a CNN backbone with Gram Blocks that capture long-range texture statistics at
multiple semantic levels. These global texture cues help distinguish real from fake images and improve
robustness against image editing (e.g., compression, blur) and generalization to unseen GANs or datasets.

PatchCraft

PatchCraft (2024) [41] detects synthetic images by analyzing the contrast in inter-pixel correlations
between rich and poor texture regions. It introduces a Smash & Reconstruction step that breaks global
semantics and isolates local texture patches, enhancing subtle generative artifacts. High-pass filtering is
applied to amplify these artifacts, making the method effective across various GAN- and diffusion-based
models.

NPR

Neighboring Pixel Relationship (NPR) (2024) [42] introduces a novel artifact representation that captures
local pixel correlations caused by up-sampling layers in GANs and diffusion models. It computes pixel-
wise differences within small grids (e.g., 2x2 patches) to model local structural patterns, revealing subtle
generation artifacts missed by frequency-based methods. This approach targets generalization by focusing
on spatial-domain traces left by upsampling, making it robust across a wide range of generative models.

2.2.3 Hybrid Feature-Based Methods

Hybrid detection methods aim to combine both global and local visual information to better
capture diverse signs of image synthesis. These models typically extract high-level semantic features
while also attending to fine-grained spatial artifacts, allowing them to detect both obvious and subtle
generation traces. This use of multiple representation levels improves robustness across a wide variety of
generative models and image types. One model in this category is Fusing [43].
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Fusing

Fusing (2022) [43] combines global and local features using a two-branch model. A patch selection
module identifies regions likely to contain forensic clues, and an attention-based fusion module integrates
these with global features for classification. This architecture improves generalization by capturing both
large-scale structure and fine-grained artifacts.

2.2.4 Foundation Model-Based Methods

GenAT models can also introduce semantic inconsistencies that can be detected using Foundation
Models, such as Contrastive Language-Image Pretraining (CLIP) [44]. CLIP is a multimodal model that
learns to align images and text in a shared embedding space [44]. By comparing these embeddings, such
models can detect semantic anomalies or deviations typical of synthetic content. Figure 2.11 shows a
diagram of how Foundational Models can be used for SID. Two CLIP-based methods were selected,
UnivFD [45] and RINE [46].

Real data \ Real features Fake features
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Fake data . a
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Closest distance?

Test image Test feature

Figure 2.11: Foundation Models can be used to extract a large amount features from images, which contain
semantic information. As synthetic images and authentic images generally have different distributions of
these features, a model can be trained to distinguish between the two. Image reproduced from Utkarsh
et al. (2023) [45]

UnivFD

UnivFD (2023) [45] detects synthetic images by using the feature space of a large pretrained CLIP:ViT [47,
44] model. UnivFD uses nearest neighbor matching or a simple linear classifier on the CLIP embeddings
to distinguish real and fake images. It thus compares how similar the tested image is to the known real
and fake images. This approach avoids overfitting to specific generative artifacts and achieves strong
generalization to unseen models, including diffusion and autoregressive generators.

RINE

RINE (2025) [46] enhances CLIP-based detection by using Representations from Intermediate Encoder-
blocks of CLIP, rather than relying solely on the final semantic layer. These intermediate representations
capture low-level visual details useful for detecting synthetic traces. The extracted information is com-
bined and projected to a forgery aware vector space using a Trainable Importance Estimator to assign
weights to each layer’s contribution. This enables the model to form a robust, forgery-aware representa-
tion and significantly improves generalization across generative models with minimal training.
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Model Year Category Core Detection Strategy
CNNDetect [30] 2020  Spectrum-Based CNN upsampling artifacts in frequency domain

DIMD [28] 2023  Spectrum-Based Spectral fingerprints from diffusion noise

"""" GramNet [40] 2020 Texture-Based ~ Global texture via Gram matrices
B PatchCraft [41] 2024 Local Artifact-Based = Patch-wise texture contrast and filtering

NPR [42] 2024 Local Artifact-Based Neighboring pixel correlation patterns

< Fusing [43] 2022 Hybrid Feature-Based ~Global-local feature fusion with attention

""""" UnivFD [45] 2023 CLIP-Based ~ Distance in CLIP embedding space
RINE [46] 2025 CLIP-Based Intermediate CLIP layers fused with TIE

Table 2.2: Overview of synthetic image detection models and their detection strategies. The models
can be split into four groups, depending on their underlying strategy. In order: spectrum-based (A,
Section 2.2.1), local artifact and texture-based (B, Section 2.2.2), hybrid feature-based (C, Section 2.2.3),
and foundation model-based (D, Section 2.2.4).

Summary

Synthetic Image Detection (SID) aims to distinguish between authentic and synthetically
generated images. Modern generative models, such as GANs and diffusion models, introduce
subtle artifacts or inconsistencies into generated images, which can be exploited for detection. Based
on their underlying approach, the discussed SID models can be categorized into four groups:
spectrum-based methods, local artifact and texture-based methods, hybrid feature-based methods,
and foundation model-based methods. An overview of the selected models is shown in Table 2.2.
As these methods are based on different principles, they exhibit different strengths and vulnera-
bilities. Chapter 3 analyzes the potential impact of forensic distractions on these models, and shows
that most models are fully robust against these distractions.
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Motivation: The Impact of Forensic
Distractions

This chapter studies the impact of forensic distractions on FL and SID models. This has never before
been formally studied. Forensic distractions are defined as benign visual additions, such as captions,
watermarks, and logos, that can unintentionally (or intentionally) divert the models’ attention away from
actual forgeries. Although these elements are not malicious in nature, they can pose a significant chal-
lenge to multimedia forensic systems (see example in Figure 3.1).

Section 3.1 defines forensic distractions and presents different types commonly found in real-world
images. Next, Sections 3.2 and 3.3, respectively, evaluate the performance of several state-of-the-art FL
and SID models when exposed to these distractions, providing empirical answers to Research Question 1.
Finally, Section 3.4 discusses the findings and motivates for the need of distraction-aware image forensics,
which is be the focus of Chapter 4.

(a) Manipulated image, with distraction (b) Ground truth mask
in upper-right corner

(¢) Prediction by TruFor without distrac- (d) Prediction by TruFor with distraction,
tion, F1* score: 0.9616 F1* score: 0.0061

Figure 3.1: Example of the impact of distractions on the performance of TruFor [8]. F1* is the adapted
F1 score as defined in Section 3.2.1. After a distraction is added, TruFor becomes unable to detect the
manipulated region.

22
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3.1 What are Forensic Distractions

As digital images circulate across online platforms, they are often intentionally or unintentionally
modified with additional visual elements. For example, users or platforms may intentionally add
captions, watermarks, logos, or branding overlays to images. While, these modifications are typically non-
malicious and serve communicative or commercial purposes, they pose a unique challenge to multimedia
forensic systems. Distraction can also be added unintentionally, for example when taking screenshots.
When people take screenshots they often introduce other residual elements, such as the status bar on a
phone, the taskbar on a computer, or text overlays from social media platforms (e.g., usernames, descrip-
tions, or platform logos like TikTok).

Although these elements do not semantically modify the underlying visual content or introduce fal-
sified information themselves, they are still technically manipulations in the eyes of a forensic model.
Since they are an easy target, and probably the most recent manipulation the image underwent, some
FL models mistakenly prioritize these distractions, flagging them as forged while failing to de-
tect actual malicious alterations elsewhere in the image. Thus, leading to significant reductions in their
utility in real-world scenarios. We call these elements forensic distractions, and define them as benign
modifications that may unintentionally disrupt the performance of forgery detection models.

The forensic models analyzed in this thesis do not immediately become distracted by the
presence of distractions. Simply overlaying a distraction on a PNG image does not disturb these
models. FL models, for example, tend to simply detect both the distraction and the forgery independently.
However, the problem arises when lossy compression (e.g., JPEG compression) is performed on
the distracted image. The artifacts of the distraction are spread over the entire image, hiding the forensic
traces of the forgery. As images shared on social media platforms or uploaded on blog and news websites
generally undergo a lossy compression step, the impact of forensic distractions becomes a significant
concern for the reliability of forgery detection models in real-world applications.

Figure 3.2 shows an example of an image with a distraction and its prediction performed by the TruFor
model [8]. Before performing any compression on the image, both the manipulation and the distraction
are detected. However, after applying JPEG compression at quality level 95 (Q95), the model starts to
fail at detecting the forgery. Increasing the compression further leads to even worse results.
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(a) Ground truth mask

i =

(b) Original image without compression c) Prediction of uncompressed image, F1* score:
0.8670

(e) Prediction with JPEG Q95, F1* score: 0.2273

f) Original image with JPEG Q90 Prediction with JPEG Q90, F1* score: 0.0086
( g g g ;

Figure 3.2: Impact of JPEG compression on TruFor’s [8] ability to detect forgeries in the presence
of a distraction. F1* is the adapted F1 score as defined in Section 3.2.1. Without any compression,
TruFor detects both the manipulation and the distraction, achieving a high F1* score. By applying
JPEG compression with Q95, TruFor starts losing focus on the distraction, resulting in a decrease in
the F1* score. By increasing the compression even further, TruFor becomes fully unable to detect the
manipulation.
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3.2 The Impact on Forgery Localization

To evaluate the extent to which forensic distractions affect the performance of FL models, an experiment
was conducted on a selection of state-of-the-art data-driven deep learning methods and classic model-
based methods. This analysis aims to identify which models are particularly sensitive to distractions and
to quantify how these elements interfere with the accurate localization of manipulated regions.

Subsection 3.2.1 describes the experimental setup, including tested models, dataset selection, distrac-
tions, and evaluation criteria. The results of this analysis are discussed in Subsection 3.2.2.

3.2.1 Experimental setup

Forensic methods The effect of distractions was studied on seven Forgery Localization methods.
An explanation of each method can be found in Chapter 2.1. The methods are divided into two categories
based on their underlying approach.

The first category consists of model-based methods, including DCT [11], ADQ1 [12], BLK [13],
and CAGI [14]. These methods exploit handcrafted statistical features or forensic traces, introduced in
the image creation and compression process. For example, inconsistencies in DCT coefficient histograms,
blocking artifacts, or JPEG grid alignments. The implementations used for these methods are available
at https://github.com/EldritchJS/pyIFD [48]

The second category are the data-driven deep learning methods, which learn to detect and localize
forgeries directly from image data. These methods typically rely on CNNs and Vision Transformers to
extract and process complex features related to both visual content and forensic traces. Three state-of-
the-art deep learning models were analyzed, being CAT-Net [15], TruFor [8] and PSCC-Net [18]. Their
implementations can be found in their respective github repositories.

A more in depth explanation of every method can be found in Chapter 2.1 and an overview of all
tested FL methods is provided in Table 2.1

Datasets To study the effect of distractions, four datasets were used: DSO-1 [49], VIPP [50],
OpenForensics [51], and IMD2020 [23]. The DSO-1 and VIPP datasets were used in full, since they
contain relatively few images, while 200 images were randomly sampled from both the OpenForensics
and IMD2020 datasets, as including all of them in the experiment would have been computationally
exhaustive. All images were resized to 1536x1024 pixels. An overview of the used datasets is provided in
Table 3.1.

Dataset Size Description

DSO-1[49] 100  Spliced images both indoor and outdoor
VIPP [50] 62 Double compressed images
OpenForensics [51] 18,895 Synthetic face-swapped images
IMD2020 [23] 2,010  Set of in-the-wild manipulated images from the Internet

Table 3.1: Overview of datasets used for forgery localization experiments.

Distractions For this experiment, ten different logos were used as distractions. The logos vary
in color and shape: some feature sharp peaks, others are more rounded, and some include text. This set
of ten logos is representative of those commonly added by social media platforms or news outlets. All
logos are sourced from www.freepik.com and are 128x128 pixels in size, while the images themselves are
1536x1024 pixels.

All ten used logos are shown in Figure 3.3. To give a better idea of the size of the distractions, an
example of their application within a full image is shown in Figure 3.4.


https://github.com/EldritchJS/pyIFD
www.freepik.com
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Figure 3.3: To study the effects of forensic distractions on FL, ten logos were used. The logos were
selected to represent a variety of shapes, colors, and contents, and are representative of the types of
overlays commonly added by social media platforms or news outlets.

Figure 3.4: Example of an image resized to 1536x1024 pixels with a distraction of size 128x128 pixels
applied to the upper-left corner. Distraction do not need to be big to have a significant impact on the
detection performance of the models.

For each image, a distraction and position (upper-left, upper-right, lower-left, lower-right) was ran-
domly selected. The distraction was overlaid onto the image, after which the image was lossily compressed
using JPEG at quality level 95 (Q95). An overview of the distracted image creation process is shown
in Figure 3.5. As explained in Section 3.1, the JPEG compression step is needed for the distraction to
have an impact on the detection performance of the models. The quality level was chosen high to keep the
degradation minimal. As any compression reduces the performance of forensic models to a certain extent,
adding too much compression can lead to low localization scores, even on non-distracted images. This
would make it difficult to assess the impact of adding distractions. The addition of the compression does
not reduce the generalizability of the results, as images shared online generally undergo lossy compression.

Detection score To evaluate the impact of distractions on the forensic methods, the F1 score was
calculated between the predictions (P) and ground truth masks (G).

The F1 score (3.1) was chosen instead of accuracy (3.2), as it better reflects the model’s perfor-
mance. Manipulated regions are typically small compared to the entire image, meaning there are far more
negative (unaltered) pixels than positive (altered) ones. As a result, even a blank prediction consisting
only of negatives could yield a deceptively high accuracy, since the metric would be dominated by true
negatives.
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Figure 3.5: Overview of the distraction creation process used in the experiments. A distraction and
position (e.g., upper-right) are randomly selected. The distraction is overlaid onto the image, after which
the image is lossily compressed using JPEG Q95. The compression step is needed for the distraction to
have an impact on the detection performance of the models.

2TP TP + TN
Score(P, G) = o BV cewracy(P, O) = 5wy . O

The goal of this analysis is to measure how well each method continues to detect the actual forgeries
after a distraction has been added. Since the distraction itself is not a forgery, methods should neither
be rewarded nor punished for detecting it. Instead, the evaluation focuses solely on the correct
detection of the underlying manipulation.

To ensure this, an adapted version of the F1 score was used. The adapted F1 score (F1* score) only
considers the pixels that are not part of the distraction. For this calculation a binary mask is created,
indicating the pixels that belong to the distraction. The F1* score was computed as follows, with P
representing the model prediction, G’ the ground truth mask and M the created distraction mask, all
having values in the range [0, 1]:

2TP[M=0]
2TP[M=0] + FP[M=0] + FN[M=0]

F1* score(P, G, M) = (3.3)

with

w H
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i=0 j=0
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i=0 j=0
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3.2.2 Results

The results of the experiment are shown in Table 3.2. The table shows the mean localization score of every
model both before and after a distraction was added, and the corresponding decrease, on the different
datasets. The table also shows the average over all tested datasets.



Model DSO-1 VIPP OpenForensics
Original Distracted Decrease Original Distracted Decrease Original Distracted Decrease
2 DCT [11] 0.23122 0.23149  -0.00026  0.18852 0.18696 0.00156  0.11154 0.11099 0.00054
fg ADQ1 [12] 0.22461 0.22355 0.00106 0.17930 0.17885 0.00045 0.09869 0.09824 0.00045
3z BLK [13] 0.18553 0.18541 0.00011  0.14365 0.14194 0.00172  0.07594 0.07517 0.00077
§ CAGI [14] 0.19477 0.18995 0.00482  0.18724 0.18925  -0.00201 0.06512 0.06532 -0.00020
L TruFor [8] 0.43493  0.16117  0.27376 0.32978  0.02787  0.30191 0.54804  0.22184  0.32620
g % PSCC-Net [18]  0.13760 0.08652 0.05108  0.16504 0.13932 0.02572  0.11167 0.08241 0.02926
~ CAT-Net [15] 0.06668 0.05896 0.00772  0.12630 0.11566 0.01064  0.28374 0.27457 0.00917
(a) DSO-1 [49], VIPP [50] and OpenForensics [51] datasets
Model IMD2020 Average
Original Distracted Decrease Original Distracted Decrease % Decrease

g DCT [11] 0.14660 0.14284 0.00376  0.16947 0.16807 0.00140 0.83%

fg ADQ1 [12] 0.14161 0.13838 0.00323  0.16105 0.15976 0.00130 0.80%

E BLK [13] 0.12223 0.12023 0.00199  0.13184 0.13069 0.00115 0.87%

§ CAGI [14] 0.11983 0.11765 0.00218  0.14174 0.14054 0.00120 0.84%

® TruFor [8] 0.55829%  0.42579%  0.13250 0.46776  0.20917 025859  55.28%
5'3’ 'g PSCC-Net [18]  0.07405 0.05962 0.01443  0.12209 0.09197 0.03012 24.67%
< CAT-Net [15] 0.52894* 0.51360* 0.01534  0.25141  0.24070 0.01072 4.26%

(b) IMD2020 [23] dataset and average across all datasets

Table 3.2: Localization scores (F1* score (3.3)) of the tested FL models on the different datasets before and after adding distractions, and the average across all
datasets. The best score for each dataset is highlighted in bold and the second best score is underlined. The percentage decrease is shown in parentheses and
changes of less than 1% are shown in light gray.

Before adding distractions, TruFor outperforms all models on every dataset. After adding distractions, its performance drops significantly (highlighted in bold in
the last column), only having competitive scores on the OpenForensics and IMD2020 datasets. PSCC-Net is moderately impacted by the addition of distractions,
while the model-based methods and CAT-Net show resilience to distractions, with only minor decreases in performance. As TruFor is the highest performing
tested model (before distractions), and it is significantly impacted by distractions, this thesis focuses on improving the robustness of TruFor against distractions.
Remark*: TruFor and CAT-Net were trained on the IMD2020 dataset, which explains their high performance and robustness against distractions in this dataset.
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Model-Based Methods

In Table 3.2, it can be seen that the model-based methods are highly resilient against distractions.
Forensic distraction do not pose a threat to them, with an average decrease in performance of only
0.84%. Note that this may be because these methods perform poorly in general, with an average F1*
score between 0.13 and 0.17. Percentage- and scatter plots for each individual method and dataset can
be found in Appendix B

TruFor

From the results in Table 3.2 we observe that the TruFor model is strongly influenced by the presence of
distractions. For each dataset, the F1* score decreases a significant amount. The average score across all
datasets decreases from 0.468 to 0.209, being a drop of 55.3%. This implies that adding distractions to an
image significantly disrupts the working of the TruFor model, leading to degradation of performance
and accuracy.

Examples Figure 3.6 shows three examples of manipulated images with their corresponding TruFor
predictions with and without distractions. It can be seen that not every image is equally affected by the
addition of distractions. The first and second image show a large decrease in performance, while the third
image shows only a small decrease.

Scatter plots The mean localization score does not tell the full story. The TruFor model is inher-
ently better or worse at detecting certain forgeries. These forgeries can skew the average score. Therefore,
it is important to look at the individual scores as well.

How to interpret scatter plots

Each dot in the scatter plot represents a single image. The y-axis indicates the localization score
before a distraction was applied. The x-axis shows the score after the distraction was applied. The
dashed-red line shows y=x or before equals after, meaning the distraction did not influence the
detection. If a point lies to the left of the red line, the detection score for that image decreased by
adding the distraction.

F1-score Original vs Distracted

Example: 1.0
Image A’s localization score drops from 0.8 to 0.8 AL
0.2 after adding the distraction, indicating that
the distraction had a significant impact on the

Original F1-score

detection process. Image B’s score remains 0.6,
showing the distraction did not influence the

e Image
————— No Change

detection process. 00 02 04 06 08 1.0
Distraction F1-score

Figure 3.9 shows the scatter plots of the localization scores of all tested images for each dataset, and
Figure 3.10a shows the aggregated results. These scatter plots do not only show that the performance of
TruFor decreases, which could already be seen from the average scores, but it also shows the relationship
between the score before and after a distraction is added. As could be expected, forgeries that are difficult
for TruFor to detect become almost impossible to detect after the forensic distractions are added. On
the other hand, forgeries that TruFor can detect very easily, often retain a high localization
scores even after a distraction is added. The scatter plots show that the F1* scores, in general, decrease
by adding distractions.

Percentage plots All tested images for each datasets were aggregated and bucketed into percent-
age plots. Figure 3.7 shows the results for each dataset and figure 3.8a shows the aggregated results of
all 4 datasets. It can be seen that 19.08% of all images that were originally detected with a score of 0.8
or higher, i.e. easily detectable forgeries (by TruFor), are now detected with at most a score of 0.2, i.e.
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they become undetectable. In general, it can be calculated that of all images with a score of 0.6 or
higher, i.e. forgeries get correctly identified, 36.89% drops to a score of 0.4 or lower, i.e. forgeries
are not correctly identified.

How to interpret percentage plots
Percentage plots are a bucketed version of the scatter plots. Each row in the plot shows a bucket
of images with a similar localization score, before any distraction are added. The columns of every
row add up to 100% and show what percentage of these images after a distraction is added have
a localization score, part of that bucket. The total number of images in each row is shown on the
right.

# images
F1-score Original vs Distracted per row

Example:

131 of the 561 (=131+113497+118+102) images
had a localization score of 0.8 or higher before
any distractions were added. After adding dis-
tractions, 19.08% (or 25) of these images have a
localization score of 0.2 or lower. While 62.20%
(or 82) of these images kept a localization score
of 0.6 or higher.
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Datasets In general, all 4 dataset show the same, significant, impact of forensic distractions on the
TruFor model. The DSO-1 and OpenForensics datasets show a similar score distribution. The VIPP
dataset only contains 61 images, on which TruFor seems to perform quit poorly, leading to a lower lo-
calization score of 0.330. Lastly, TruFor seems to perform the best on the IMD2020 dataset, with a
localization score of 0.558 on the original images, and 0.426 on the distracted images. This is not sur-
prising, as the IMD2020 dataset is part of TruFor’s training data. Percentage- and scatter plots for each
individual dataset can be found in Appendix B.

In summary, the TruFor model is highly sensitive to the presence of forensic distractions,
leading to a decrease in localization performance and accuracy. Adding distractions to forged images
can thus be used as an attack strategy against one of the best state-of-the-art multimedia forensic
models. Therefore, it is important to study the possibility of distraction-aware forgery localization, which
is the focus of Chapter 4.

PSCC-Net

The results in Table 3.2 show that PSCC-Net performs quite poorly on all datasets, with an average
localization score of 0.122. This poor performance could be due to the applied compression, which sig-
nificantly increases the difficulty of detecting forgeries. When adding distractions, the localization score
drops to 0.0920, for a decrease of 24.7%. PSCC-Net is thus also sensitive to distractions, lowering the
already low detection scores even further.

Examples Examples of manipulated images with their corresponding PSCC-Net predictions with
and without distractions can be found in the Appendix B

Scatter- & percentage plot Figure 3.10b and Figure 3.8b, respectively, show the scatter plot and
the percentage plot of PSCC-Net aggregated over all four datasets. Both plots show that PSCC-Net is
affected by the presence of distractions, but to a lesser extent than TruFor.
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(a) Manipulated image (1), (b) Ground truth mask (1) (c) Prediction without dis- (d) Prediction with distrac-
with distraction in lower- traction (1), F1* score: tion (1), F1* score: 0.0028
right corner 0.7696

&
>

(e) Manipulated image (2), (f) Ground truth mask (2) (g) Prediction without dis- (h) Prediction with distrac-
with distraction in lower- traction (2), F1* score: tion (2), F1* score: 0.1305
left corner 0.7850

(i) Manipulated image (3), (j) Ground truth mask (3) (k) Prediction without dis- (1) Prediction with distrac-
with distraction in upper- traction (3), F1* score: tion (3), F1* score: 0.7889
left corner 0.8654

Figure 3.6: Examples of manipulated images with corresponding TruFor [8] predictions and F1*
scores (3.3), without (3th column) and with (4th column) distractions. It can be seen that the im-
pact of distractions on TruFor’s performance varies across images.

Datasets PSCC-Net performs similarly on all datasets, with the worst performance on the IMD2020
dataset. This is likely due to the fact that the IMD2020 dataset contains in-the-wild manipulated images,
and the IMD2020 dataset is not part of PSCC-Net’s training data. Percentage- and scatter plots for each
individual dataset can be found in Appendix B.

CAT-Net

Table 3.2 shows that CAT-Net is quite robust to the presence of distractions. The F1* score
decreases from a mean of 0.251 to 0.241, being a decrease of only 4.26%. This is a non-negligible impact,
but compared to 55.3% for the TruFor model and 24.7% for PSCC-Net, it is quite low.

Examples Examples of manipulated images with their corresponding CAT-Net predictions with
and without distractions can be found in the Appendix B

Scatter plot In Figure 3.10c, it can be observed that most points lie close to the dashed-red line,
indicating that the addition of distractions has minimal impact on CAT-Net’s ability to localize
forgeries. This robustness is particularly evident when looking at images where CAT-Net struggles to
detect the forgery. These are the points at the bottom of the scatter plot. It is clear that the presence of
distractions does not significantly alter the performance, meaning that even though the CAT-Net model
already had trouble detecting the forgery, it does not struggle more after a distraction is added. This
suggests that CAT-Net’s architecture is inherently more resilient to the effects of forensic distractions
compared to TruFor and PSCC-Net.
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Datasets In general, CAT-Net performs worse than TruFor on every dataset, as can be seen in
Table 3.2. Only for the IMD2020 dataset, CAT-Net performs similarly to TruFor, with a localization
score of 0.529. This is expected as IMD2020 is also part of CAT-Net’s training data. As CAT-Net
does perform worse than TruFor, it is not possible to simply stop using TruFor and use CAT-Net as a
distraction resilient replacement. Percentage- and scatter plots for each individual dataset can be found
in Appendix B.
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Figure 3.7: Percentage plots of the localization scores of TruFor [8] on four datasets (DSO-1, VIPP,
OpenForensics, and IMD2020). The plots show that TruFor is significantly affected by the addition of
forensic distractions. The IMD2020 dataset (d) seems to show more robust results. This is likely because
IMD2020 is part of TruFor’s training set.
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Figure 3.8: Percentage plots of the localization scores of TruFor and PSCC-Net aggregated over all four
datasets (DSO-1, VIPP, OpenForensics, and IMD2020). For TruFor (a) It can be calculated that 36.89%
of the images that originally had a localization score of 0.6 or higher, now have a localization score of 0.4
or lower.

Summary

In summary, the experimental results show that forensic distractions can significantly impact the
performance of deep learning-based forgery localization models, while having little to no effect on
model-based methods.

Among the deep learning models, TruFor is highly sensitive to distractions, with an average
performance drop of 55.3%, severely reducing its localization accuracy. PSCC-Net performs poorly
overall and is moderately affected by distractions, with a 24.7% decrease. CAT-Net exhibits
much greater resilience, with only a 4.26% decrease, though it generally performs worse than
TruFor on undisturbed images. These findings highlight the vulnerability of current state-of-the-art
FL models to forensic distractions and motivate the need for distraction-aware localization strategies,
which is the focus of Chapter 4.

3.2.3 Effectiveness of Distraction Types

A small supplementary study was conducted to better understand which types of distractions are most
effective at distracting FL models, particularly TruFor [8]. The study examined both textual and graphical
distractions. It analyzed how factors such as text size, font type, and font weight influence distraction
potency. It also explored the effects of logo color and shape, as well as the impact of distraction placement.
Full results of this experiment are provided in Appendix A. Overall, the findings suggest that larger and
bolder textual distractions tend to be more disruptive (up to a certain size threshold of about 10% of the
image height). Some graphical distractions are more disruptive than others, although no clear patterns
were found. The placement of distractions also plays a role, with upper-left and lower-right placements
being the most disruptive. These insights may be helpful for future development of distraction-resilient
forensic models.
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Figure 3.9: Scatter plots of localization scores (F1* score (3.3)) of TruFor [8] on four datasets (DSO-1,
VIPP, OpenForensics, and IMD2020)
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Figure 3.10: Scatter plots of the localization scores (F1* score (3.3)) of TruFor, CAT-Net and PSCC-
Net aggregated over all four datasets (DSO-1, VIPP, OpenForensics, and IMD2020). Not all models
are affected equally by the forensic distractions. TruFor (a) is significantly affected, causing a drop in
localization scores. PSCC-Net (b) is also affected, though this is less pronounced than for TruFor, as the
general performance of PSCC-Net is already worse. CAT-Net (c) shows a robust performance.
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3.3 The Impact on Synthetic Detection

To assess the impact of forensic distractions on the performance of SID models, a separate experiment was
conducted using a range of representative detection methods. This analysis aims to determine whether
such distractions interfere with detection performance of synthetic content classification.

Subsection 3.3.1 describes the experimental setup, including tested models, datasets selection, dis-
tractions, and evaluation. The findings of this experiment are presented in Subsection 3.3.2.

3.3.1 Experimental setup

Detection models The effect of distractions was studied on a set of eight Synthetic Image Detec-
tion models. The experiment was conducted using the SIDBench framework [29], a benchmarking
suite designed to ease the evaluation of state-of-the-art SID models.

The selected models were divided in four categories based on their underlying approach:
The spectrum-based methods, CNNDetect [30] and DIMD [28], detect synthetic content by identifying
frequency-domain fingerprints left by generative models. The local artifact and texture-based methods,
GramNet [40], PatchCraft [41], and NPR [42], analyze spatial inconsistencies or texture-level traces in the
image. Fusing [43], categorized as a hybrid method, combines global semantic and local artifact features
to improve robustness. Finally, two Foundation model-based methods, UnivFD [45] and RINE [46], detect
semantic mismatches between image content and high-level multimodal representations using pretrained
foundation model embeddings - in this case CLIP [44] embeddings.

A more in depth explanation of every method can be found in Chapter 2.2 and an overview is provided
in Table 2.2

Datasets Four datasets were used in this experiment: two synthetic datasets, TGIF [52] and
Synthbuster [53], and two authentic datasets, Fantastic Reality [22] and JPEG RAISE [15].

TGIF contains approximately 37,500 fully regenerated images generated through text-guided inpaint-
ing using Stable Diffusion 2 and XL, and Adobe Firefly. Synthbuster contains 8,000 synthetic images
generated using various generative models (1,000 each), DALL-E 2 and 3, Stable Diffusion 1.3, 1.4, 2 and
XL, Glide, Adobe Firefly, and Midjourney. Fantastic Reality contains both 16,000 authentic and 16,000
synthetic images, during this experiment only the authentic images were used. Finally, JPEG RAISE is
a JPEG compressed version of the RAISE dataset [54], containing about 8,000 authentic images.

From both authentic datasets, 800 images were randomly sampled. For the synthetic datasets, 200
images were randomly selected from each of the following sources: TGIF (sd2-fr and sdxI-fr) and Synth-
buster (DALL-E 2 and 3, Glide, Adobe Firefly, Midjourney, and sd1.3). In total, 1,600 authentic images
and 1,600 synthetic images were used in the experiment.

Dataset Size Type Source Models
TGIF [52] ~37,500 Inpainting SD2, SDXL
Synthbuster [53] 9,000  Text-to-image DALL-E 2 & 3, Glide, Firefly, Midjourney, SD1.3
Fantastic Reality [22] 16,000  Authentic N/A
JPEG RAISE [15] ~8,000 Authentic N/A

Table 3.3: Overview of datasets used for synthetic image detection experiments.

Distractions The same set of ten distraction logos, used in the FL experiment in Section 3.2.1,
was also used in the SD experiments. These logos, sourced from www.freepik.com, vary in color, shape,
and text content, and are representative of typical overlays found in social media or news imagery. An
overview of the logos is shown in Figure 3.3. The logos were resized for each image to maintain the same
relative area as a 128x128 logo on a 1024x1024 image.


www.freepik.com
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For each image, a distraction and position (upper-left, upper-right, lower-left, lower-right) were ran-
domly selected. The logo was overlaid on the image, which was then JPEG-compressed at quality level
95 (Q95). This simulate typical web compression without introducing strong artifacts and without com-
promising generalizability.

Detection score SID models output a single prediction score per image, representing the prob-
ability that the image is synthetic. To evaluate detection performance, the Area Under the Receiver
Operating Characteristic Curve (AUC-ROC) was used.

AUC was chosen over accuracy or F1* score because it provides a threshold-independent measure of
performance. This is particularly important in SID tasks, where thresholds are rarely consistent across
models or datasets. AUC better captures the trade-off between false positives and false negatives, espe-
cially in datasets with class imbalance.

The aim is to determine whether the presence of a distraction alters the model’s ability to correctly
classify the image as synthetic or real. Since the distractions themselves do not change the nature of
the underlying image, an ideal synthetic image detector should remain unaffected by their presence,
producing the same predictions and maintaining a constant AUC score.

3.3.2 Results

The results of the SID experiment are shown in Table 3.4. It shows the average prediction result on each
dataset, and the mean AUC score of each model calculated over all datasets. Full results of all methods
can be found in Appendix C.

The results show that the tested SID models are generally robust to the addition of distractions.
Most models maintained similar predictions after distractions were applied, with exceptions of NPR
and PatchCraft, and to a much smaller extent, Fusing. The average AUC scores are similar for both
distracted and non-distracted images, with the exception of NPR. As only NPR and PatchCraft are
influenced by the presence of distractions, their results are discussed in more details.

NPR The scatter plots of NPR, shown in Figure 3.12, consists of multiple distinct clusters,
almost lines. Each cluster is a different dataset. Adding distraction shifts the predictions in a
controlled, but different way for each dataset. The ROC curves of NPR with and without distractions
are shown in Figure 3.11a. The AUC score drops from 0.59 to 0.25, indicating that NPR is sensitive to
distractions. However, due to fact that each dataset is affected in a totally different manner, it could be
that if other datasets were used, the AUC score would be a lot higher. Further experimentation is needed
to confirm this.

The weird behavior can be explained by how NPR operates. NPR focuses on the local struc-
tural relationships between neighboring pixels, detecting inconsistencies caused by upsampling
artifacts in generative models. The addition of distractions introduces new local structures that
can disrupt these relationships. Inside a dataset, each image is likely to have similar local structures,
leading to a consistent shift in predictions. However, the nature of the distractions and the JPEG com-
pression applied to the images can vary significantly between datasets, resulting in different prediction
shifts. Furthermore, the JPEG compression applied to all tested images may partially destroy or blur the
subtle neighboring pixel patterns that NPR relies on, further contributing to the model’s initially poor
performance on both distracted and non-distracted images.

PatchCraft PatchCraft [41], on the other hand, shows a strong sensitivity to distractions.
This can be observed in the scatter plots shown in Figure 3.13. When distractions are added, the
predicted probabilities for both authentic and synthetic images shift in both directions (sometimes higher,
sometimes lower), but without a consistent pattern favoring one class. As a result, the overall
average predicted scores, and consequently the AUC, remain approximately the same.

This behavior aligns with how PatchCraft functions. PatchCraft analyzes local texture patches.
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The presence of distractions alters the local texture statistics significantly, which affects the
model’s output. However, because the perturbations caused by distractions impact both classes similarly,
there is no strong overall effect on the AUC score.

Overall, while most SID models proved resilient to distractions, models that rely heavily on local
texture or structural relationships, such as NPR and PatchCraft, are more affected by small localized
changes introduced by forensic distractions.
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Figure 3.11: ROC curves of NPR (a) and PatchCraft (b) over the four datasets (TGIF [52], Synth-
buster [53], Fantastic Reality [22], and JPEG RAISE [15]). The area under the curve (AUC) is shown in
the legend.

Summary

In summary, the experimental results show that Synthetic Image Detection models are generally
robust to the addition of forensic distractions. Most models maintained similar detection perfor-
mance, with only NPR and PatchCraft showing notable sensitivity.

NPR showed erratic results, this is likely due to its reliance on pixel-level correlations being
disrupted by distractions and the JPEG compression performed in the used workflow for adding
distractions. The predictions of PatchCraft were strongly affected by the distractions. Increasing
for certain images, and decreasing for others, but without a consistent pattern favoring one class.
This led to an overall similar AUC score.




Model TGIF - sd2-fr TGIF - sdxl-fr SB - DALL-E 2 SB - DALL:E 3 SB - Glide SB - Firefly
Original  Distracted Original Distracted Original Distracted Original Distracted Original Distracted Original Distracted
A CNNDetect [30]  0.01059 +0.0 0.00707 +0.0 0.03542 +0.0 0.00029 +0.0 0.13672 +0.0 0.00453  —0.001739
DIMD [28]  0.93956 +0.0 0.27965 +0.0 0.00923 +0.0 0.00032 +0.0 0.23998 +0.0 0.06313  —0.02636
~ GramNet [40] 0.08085 0.0 008485 0.0 037705 0.0 008684 0.0 024427 0.0 024345 —0.02303
B PatchCraft [41]  0.56368 40.004916  0.58103 —0.02008 0.31418 —0.06800 0.10377 +0.01153 0.70388  —3.644e-04 0.39932 +40.016985
NPR [42] 0.40031 +0.1167 0.49735 +0.1383 0.56064  —0.05215  0.43128 +0.1257 0.58270 —0.1329 0.45813  +0.005271
¢ Fusing [43]  0.00321  —0.001098  0.00578 —1.544e-05 0.03522 —0.008593 0.00017 —2.885¢-05 0.16245 —0.01244  0.01510 —0.006171
,  UnivFD[45] 022027 —1.686e-08 0.32846 0.0 056426 +0.0 003104 +0.0 08388 £0.0 014894 +0.01549
RINE [46] 0.34748 —2.892e-07  0.37732 +0.0 0.24783 +0.0 0.23055 +0.0 0.57628 +0.0 0.79280  —0.04049
(a) TGIF [52] (sd2-fr, sdXL-fr) and Synthbuster [53] (DALL-E 2, DALL-E 3, Glide, Firefly) datasets
Model SB - Midjourney SB - SD1.3 Fantastic Reality JPEG RAISE Mean AUC
Original Distracted Original Distracted Original Distracted Original Distracted  Original Distracted Difference
A CNNDetect [30]  0.00538 +0.0 0.00566 +0.0 0.00335 +6.011e-09  0.04591 +0.0 0.4794 0.4765 —0.0029
DIMD [28] 0.94876 +0.0 0.99999 +0.0 0.01075  +3.864e-13  0.08113 +0.0 0.7856 0.7810 —0.0046
© GramNet [40]  0.11722 0.0 035573 0.0 004361 400 003864 00 0.7224 07220 —0.0004
B PatchCraft [41] 0.12596  —0.001574 0.45765 +40.006321  0.14259 —0.005195  0.32602  +5.650e-04 0.6428 0.6554 +0.0126
NPR [42] 0.55428  —0.08645  0.47669 —0.009924  0.46081 +0.04907 0.55993 +0.06363 0.5348 0.2518 —0.2830
' C Fusing 43] 0.02877  —0.001722 0.01724 —0.005314 0.00175 —4.291¢-05 0.04234 —1.47c-04 04910 04758  —0.0152
-, UnivED 45 0.06544  +0.0 022331 0.0 003553 +2.724e-04 026570 0.0 0.6353  0.6410  +0.0057
RINE [46] 0.40322 +0.0 0.79021 +0.0 0.07258  +4.113e-05  0.32338 +0.0 0.7647 0.7644 —0.0003

(b) Synthbuster [53] (Midjourney, SD1.3), Fantastic Reality [22], and JPEG RAISE [15] datasets, and
AUC score calculated over all datasets

Table 3.4: Average prediction of the tested SD models on each dataset, and the mean AUC score of each model calculated over all datasets. (SB = Synthbuster).
The SD models are devided into four categories: spectrum-based (A), local artifact and texture-based (B), hybrid (C), and foundation model-based (D).
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Figure 3.12: Scatter plots of predictions of NPR [42] over the four datasets (TGIF [52], Synthbuster [53],
Fantastic Reality [22], and JPEG RAISE [15]). The y-axis shows the prediction of the non-distracted
images, while the x-axis shows the prediction of the distracted images. Adding distractions introduces
new local structures which can disrupt the neighboring pixel relationships that NPR relies on, leading to
a shift in predictions. Images inside a set are likely to have similar local structures, resulting in similar
changes for each image in the set. Each image set is shown in a different color.

3.4 Conclusion

As images circulate the internet, they are often altered with additional visual elements. People add cap-
tions to images, or take screenshots, which introducing other residual elements, such as usernames and
descriptions. And platforms add watermarks, logos, or branding overlays to images. All these elements
are benign modifications, but have the potential to disrupt the performance of forensic mod-
els. We call these elements forensic distractions.

To study the impact of forensic distractions, we conducted two experiments. The first experiment
focused on Forgery Localization models (see Section 3.2). The results show that while traditional
model-based methods are mostly unaffected, some deep learning-based methods are significantly im-
pacted by distractions. TruFor [8] is highly sensitive, with a 55.3% drop in performance (F1* score).
PSCC-Net [18] has an overall weak performance, but still shows moderate sensitivity, with a 24.7%
decrease in performance. CAT-Net [15] is much more robust, with a decrease of only 4.26%.

The second experiment targeted Synthetic Image Detection models (see Section 3.3). These
models were found to be generally robust to forensic distractions, maintaining a constant AUC score.
Only NPR [42] and PatchCraft [41] exhibited some sensitivity.

NPR exhibited erratic behavior, likely due to its dependence on pixel-level correlations, which were
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disrupted by both the added distractions and the JPEG compression performed during the experiment.
PatchCraft’s predictions were significantly influenced by the distractions, with scores increasing for some
images and decreasing for others, but without a clear trend favoring either class. As a result, the overall

AUC score remained largely unchanged.

In addition to these core experiments, a supplementary study was conducted to better understand
what makes a distraction effective. The full results of this study are presented in Appendix A.

These results show that forensic distractions pose a real threat to the reliability of a number of
state-of-the-art FL models, particularly TruFor. This highlights the need for more robust, distraction-
aware approaches to improve the reliability and accuracy of existing forensic models.

This need is the focus of Chapter 4, which explores strategies for distraction-aware forgery localization

based on the TruFor model.
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Figure 3.13: Scatter plot of predictions of PatchCraft [41] over the four datasets (TGIF [52], Synth-
buster [53], Fantastic Reality [22], and JPEG RAISE [15]).
non-distracted images, while the x-axis shows the prediction of the distracted images. PatchCraft works
by analyzing local texture patches, and the presence of distractions significantly alters the local texture
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statistics, leading to wildly different predictions.

The y-axis shows the prediction of the
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In Chapter 3, it was shown that forensic distractions pose a significant threat to the effectiveness of the
TruFor [8] forensic model. Since TruFor is among the most advanced state-of-the-art models, this threat
must be mitigated.

This chapter aims to mitigate the problem of forensic distractions by introducing the concept of
distraction-aware detection. First, potential solutions are explored, which are discussed in Section 4.1.
Next, two solutions are selected and implemented, which aim to enhance TruFor’s robustness by making it
distraction-aware. The adapter solution is discussed in Section 4.3, and the masked-convolution solution
is discussed in Section 4.4. The created solutions are then evaluated in Chapter 5.

4.1 Possible Solutions

This section explores various potential solutions to address the challenges posed by distractions in FL.
As these solutions build on the original TruFor model, it is important to understand its architecture. A
full explanation is provided in Section 2.1.3.

Five possible solutions are presented: Fine-tuning (Section 4.1.1), Post-Processing (Section 4.1.2),
adding an extra input and retraining (Section 4.1.3), using an adapter (Section 4.1.4), and masked
convolutions (Section 4.1.5). Each solution is analyzed in detail, providing an overview of its approach,
the rationale behind its plausibility, and a discussion of its advantages and disadvantages. Table 4.1
summarizes the solutions, highlighting their strengths and weaknesses.

4.1.1 Fine-tuning

A potential approach is fine-tuning the existing TruFor model. Fine-tuning a pretrained Machine Learn-
ing (ML) model is a common technique for improving its performance on a specific task by con-
tinuing training on a task-specific dataset. In this case, it is possible to adapt TruFor’s training data to
include distractions such as logos, captions, and watermarks placed in various positions. The associated
masks would need to be updated slightly to reflect any overlap between the distractions and the forged
regions.

It has been shown repeatedly in the literature that fine-tuning models for domain-specific applica-
tions can significantly improve performance with relatively little additional training. Fine-tuning has
been successfully applied in various domains, including Natural Language Processing (NLP) [55]
and computer vision [56]. Therefore, it is reasonable to expect that fine-tuning the TruFor model on a
dataset containing distractions will improve its resilience to these distractions.

41
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While fine-tuning looks promising, it has certain drawbacks that need to be taken into account. First,
fine-tuning typically improves performance on a specific, narrower task. This has the potential of re-
ducing the model’s generalization to other scenarios. In this context, a model fine-tuned on distracted
images might become more robust to distractions but worse at detecting forgeries in general. This
trade-off may be acceptable if the training data is diverse enough and well-balanced between distracted
and non-distracted examples. Ideally, though, the “distraction-aware component” would be modular, al-
lowing it to be enabled or disabled as needed to preserve generalization when no distractions are present.

Second, there is a risk that the model only learns to ignore the specific distractions it has seen during
training. The model would learn, “If I see this logo, ignore it.” The model would not learn to detect
a distraction and consequently ignore it. It may thus not generalize to new, unseen distractions.
Instead, it would be preferred if the model learned to detect and ignore distractions as a concept rather
than memorizing specific instances.

Summary: Fine-tuning

Fine-tuning the TruFor model on a dataset containing distractions can improve its resilience to these
specific distractions. However, the model may lose generalizability to other scenarios and may
not generalize to new, unseen distractions.

4.1.2 Post-Processing

A second possible solution is to add a post-processing step to the TruFor pipeline. The original predic-
tion is passed through an additional module that filters out distractions, using an externally
provided distraction cover. This distraction cover indicates regions in the image that likely contain
distractions. An overview of the adapted TruFor scheme is shown in Figure 4.1.
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Figure 4.1: Overview of the post processing solution incorporated in the TruFor architecture. Adapted
from Guillaro et al. (2023) [8]

Although TruFor may fail to detect a forgery in the presence of a distraction, the forged pixels often
still carry weak indications of tampering — they rarely receive a 0% probability. These subtle cues
can be amplified and analyzed to improve detection. Figure 4.2 illustrates this idea. TruFor is unable
to detect the forgery in the image due to the presence of the distraction. However, the prediction still
contains some low-probability pixels. By adjusting the levels of the prediction, the low-probability pixels
become visible, and the forgery becomes more apparent.

In general, many pixels will have a non-zero probability. This does not necessarily mean that the pixel
is forged, but it can still be used as an indication of forgery. The goal of the post-processing step would
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be to deduce which low-probability pixels are actual forgeries by taking a distraction cover into account.

(a) Manipulated image (b) Ground truth mask

(¢) TruFor prediction (d) TruFor prediction with adjusted levels

Figure 4.2: Tllustration showing the low-probability remnants present in the TruFor [8] prediction of
a distracted image. Prediction maps are shown in grayscale to better convey the notion of intensity.
TruFor is unable to detect the manipulated region in the image. However, the prediction still contains
some low-probability remnants. By adjusting the levels of the prediction (e.g., here all pixel values are
multiplied by 10, clipping at 1), these remnants become visible.

There are two factors that can limit the effectiveness of this solution. First, distinguishing between
low-confidence forged and non-forged pixels in post-processing essentially reintroduces the forgery
localization problem, but now without access to all the raw data.

Second, by operating after the main model inference, the post-processing step cannot recover infor-
mation that has been discarded during earlier steps, reducing its effectiveness. For example, if the
tampered pixels get near zero probabilities of being forged, the Post-Processing module will never be able
to detect these.

( N\
Summary: Post-Processing

When detection fails due to distractions, the forged pixels often still carry weak indications
of tampering. The post-processing step can use these cues together with a provided distraction
cover (which indicates regions that are likely distractions) to improve detection.

However, this essentially reintroduces the forgery localization problem, and any information
lost during original inference cannot be recovered.

4.1.3 Extra Input and Retraining

A third approach is to modify the TruFor architecture to accept an additional input. Similar to the post-
processing solution, a distraction cover is passed to the model together with the image to analyze. The
cover informs the model about regions that may contain distractions. Now, the RGB image, the NP4+,
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and, additionally, the distraction cover will be passed through the encoder, allowing the model
to take the distraction cover into account when encoding the image. By adapting the architecture and
retraining the model, the final model should be able to ignore selected distractions in the input image.
An adapted version of the TruFor architecture is shown in Figure 4.3.
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Figure 4.3: Overview of the extra input solution incorporated in the TruFor architecture. Adapted
from Guillaro et al. (2023) [§]

This method combines the benefits of the previous two approaches. First, by explicitly providing a
distraction cover to the model, similar to what was proposed in the post-processing solution, the model
can explicitly learn to ignore regions selected by the cover. It does not learn specific distractions
as the fine-tuning method did.

Second, unlike post-processing, it leverages raw feature information. By incorporating the dis-
traction cover early in the network (i.e., before the encoder), the model can learn to suppress distractions
before any critical information is lost.

Still, there are limitations. First, in general, adapting a model to accept an extra input is not
a trivial task. In the specific case of TruFor, there is some redundancy in the Noiseprint++ channels,
which can be used to add the extra input. However, as this fundamentally changes the architecture, the
original weights cannot be used directly, and thus the entire model must be retrained.

Second, this solution has a lack of freedom. There are only a few simple ways to adapt the existing
TruFor model with an extra input (i.e., the distraction cover). The most basic approach is to fuse all
inputs at the encoder level and pass everything together through the encoder. This offers little flexibility
or experimentation with different architectures.

Lastly, this method is inherently tied to the TruFor structure. While model-specific solutions
often yield better performance, a more general solution that can be reused across models is preferred. A
model-independent solution does not mean that the solution is trained once and reused multiple times.
It means that the architectural structure and choices can be reused, only requiring, hopefully limited,
training.
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Summary: Extra Input and Retraining

The TruFor model can be modified to accept a distraction cover (indicating regions that are
likely distractions) as an additional input. This allows the model to learn to ignore covered
distractions with access to the raw feature information.

However, this requires adapting the model architecture, which is non-trivial, and retraining the
entire model. The TruFor architecture does allow for a relatively simple adaptation, but this leads
to a lack of freedom in the design choices, and the solution cannot be reused across different

models.
. J

4.1.4 Filter Adapter

Another promising solution is to insert an adapter module (or filter) into the existing TruFor architecture.
Adapters are a form of Parameter Efficient Fine-tuning (PEFT) [57].

Adapters aim to improve task-specific performance while addressing some of the drawbacks of tradi-
tional fine-tuning. Fine-tuning typically involves updating all model parameters, which is computationally
expensive and can lead to a loss in generalization performance. In contrast, adapters are lightweight
modules inserted into a pretrained model. They allow for efficient fine-tuning by training only a small
subset of parameters (i.e., only the adapter parameters) and leaving other weights unchanged, thereby
reducing computational complexity and maintaining generalization.

Adapters are popular in the domain of NLP [57, 58], where they are often used on top of large
transformers to create task-specific Large Language Models. In the domain of multimedia forensics,
adapters have been used on top of Large Vision Models (LVMs), such as CLIP [44], to perform both
FL [59] and SD [45, 46, 24] (two examples provided in Section 2.2.4).

As adapters have been shown to be effective in various domains, they might have the potential to
improve the performance of TruFor on the task of distraction-aware forgery localization.

The TruFor model consists of two big parts: an encoder, which transforms the input into a latent
feature space, and the decoders, which use the latent features to produce an anomaly map, a forgery
score, and a confidence map. This architecture is explained more in depth in Section 2.1.3. This solution
would introduce an adapter module, acting as a filter, between the encoder and decoders in the
latent feature space. The filter module takes this latent representation and the distraction cover as input
and transforms it into a distraction-filtered latent representation. The goal of the filter is to change the
latent representation based on a distraction cover, in such a way that the downstream decoders
will better localize forgeries while ignoring any highlighted distractions. Figure 4.4 shows the adapted
TruFor scheme. A more in-depth explanation of how this solution could practically be implemented in
TruFor is provided in Section 4.3.

As the adapter solution is similar to the idea of adding an extra input, the positive attributes are
also similar. The adapter uses distraction covers and is trained to ignore selected regions rather than
specific distractions. As the adapter does operate after the encoder, its performance strongly depends
on the amount of information lost during the encoding process, which was later found to be significant.

There are several additional advantages. First, adapters are lightweight, meaning training them is
faster and more efficient compared to changing the original model architecture and retraining it.

Second, the architecture of the adapter can be customized to match the complexity of the task.
The filter must be complex enough to be able to adapt the latent representation in a correct way, but
not too complex to overfit on the training data.

Third, the adapter architecture can be reused in different models. However, retraining will
be required for each model, and this specific adapter is limited to forensic models with a similar
encoder/decoder architecture. Fortunately, training an adapter is relatively quick, and many state-
of-the-art models adhere to a comparable encoder/decoder design.
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Figure 4.4: Overview of the adapter solution incorporated in the TruFor architecture. Adapted from
Guillaro et al. (2023) [§]

Finally, since the base model remains unchanged, the adapter can be easily toggled, skipped
entirely, when no distraction cover is available.

( )
Summary: Filter Adapter

Lightweight neural network modules, called adapters, have been used in several domains to
improve the performance of pretrained models on specific tasks. The proposed adapter solution is a
filter, inserted between the encoder and decoders, which filters out distractions in the latent
feature space based on a provided distraction cover.

This solution has several advantages: it is lightweight, reusable, and toggleable. There is free-
dom in the design choices, and the adapter would ignore selected regions rather than specific
distractions.

As it does operate after the encoder, some information may be lost during the encoding
process, which can limit the effectiveness of the solution. This was later found to be a significant

issue.
\ J

4.1.5 Masked Convolutions

The final solution proposed in this thesis is to adapt the convolutional layers of the TruFor model
to ignore distractions based on a provided mask. These adapted convolutional layers are called
masked convolutions. This solution is similar to the adapter solution, but it operates at a lower level,
directly modifying the convolutional layers instead of the latent representations.

Existing Solutions

The idea of shifting attention away from distractions and towards more significant parts of the image is
not new. CNNs are designed to learn spatial hierarchies of features, making them particularly effective
for image processing tasks. However, they can also be sensitive to irrelevant information, such as distrac-
tions. Attention mechanisms have been proposed to help CNNs focus on the most relevant parts of
an image [60, 61]. The idea is that the attention module learns what parts of the image are important
for the task at hand, and then focuses on those parts. The opposite strategy, reverse attention, has
also been proposed [62], where the model learns to ignore certain parts of the image — again without
using a distraction cover of any sort.

The approach of reverse attention has two main drawbacks. First, the model must learn to
identify what parts of the image are distractions, which is a difficult task in itself. Furthermore, we
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assume that a user can provide a distraction cover, which indicates the regions that should be ignored,
making this task unnecessary.

Second, the model performs only minor adjustments to the values of these pizels. This behavior is
expected, as the model often demonstrates uncertainty in its predictions and cannot entirely eliminate
the influence of such information. Instead, it adjusts the values closer to 0, which may not be sufficient
to mitigate the impact of distractions effectively.

Due to these limitations, this strategy is unsuitable for the task of distraction-aware forgery localiza-
tion, highlighting the need for a more explicit approach.

Proposed Solution

I propose a solution based on the concept of masked convolutions. As opposed to standard convolu-
tions, which convolve the entire image, masked convolutions only convolve the parts of the image that are
not covered by a mask. This is done by treating the masked-out pixels as if they were not part
of the image. The idea is that by replacing all standard convolutions in the TruFor model with masked
convolutions, the model should not be influenced anymore by the covered distractions. Thus leading to
a regain in focus on the forgery, meaning increased detection performance. A more in-depth explana-
tion of how masked convolutions work and how they are integrated into TruFor is provided in Section 4.4.

The solution of masked convolutions is based on the following observation, shown schematically in
Figure 4.5. When adding a distraction to the corner of an image, the detection model will often lose focus
of the original forgery. However, if we were to physically crop the distraction out of the image
(i.e., cut away a side or top border), the model would regain part of its focus. Only partial focus
is regained, as some artifacts of the distraction are still present in the image due to the applied lossy
compression, which spread the distraction information throughout the image. Moreover, some valuable
forensic information may be lost in the cropped-out part, which may be much larger than the distraction
itself.

Masked Convolution

Figure 4.5: Schematic overview of the observation behind the masked-convolution solution. By phys-
ically cropping the distraction out of the image, the model can regain part of its focus on the original
forgery. The masked convolution solution achieves the same effect by not convolving over the “cut-out”
part, making it possible to cut any distracting region out of the image without needing to physically crop.

Internally, cutting off a part of an image is similar to stopping the convolution when reaching the
cut and continuing with the rest of the image. Thus, it is not necessary to physically cut the image,
but rather to stop the convolution when getting to the supposed cut. This means it should be
possible to cut any arbitrarily sized and positioned hole in the image by simply skipping that part of the
image during the convolution. This is exactly what the proposed masked convolution does.

Based on the observations made in Figure 4.5, the proposed masked-convolutions approach has high
potential of succeeding. Similar to the extra input solution, this method leverages raw feature informa-
tion, and by using a distraction cover, it ignores regions — not just some distractions. Furthermore,
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this solution requires no retraining of the model, as it is simply a modification of the convolutional
layers. This means that it can be added to any model with a convolutional architecture. Finally, by
providing an empty mask, the model will work as it did before, making the solution toggleable.

r 2
Summary: Masked Convolutions

CNN are sensitive to irrelevant information, such as distractions. Attention mechanisms have been
proposed to help CNNs focus on the most relevant parts of an image, but these methods are not
suitable for the task of distraction-aware forgery localization.

This thesis proposes masked convolutions, which are convolutional layers that ignore regions
based on a provided mask. By ensuring that each convolutional layer ignores the distractions, the
model as a whole will be able to ignore them.

This solution has several advantages: it uses raw feature information, is toggleable, and re-
quires no retraining. The method is not model-specific and can be added to any model with a

convolutional architecture, and it ignores regions rather than specific distractions.
¢ J

4.1.6 Overview & Conclusion

Table 4.1 provides a comparison of the four proposed solutions, highlighting their respective strengths
and limitations. Based on this analysis, the filter adapter and the masked-convolution solutions emerge
as the most promising.

The use of masked convolution offers key advantages: no training required, access to raw feature
information, the ability to be reused on any model with a convolutional architecture, and the option to
be toggled on or off. In contrast, the adapter does require some training and operates behind the encoder,
limiting its access to the raw feature information.

Sections 4.3 and 4.4, respectively, describe the design and implementation/training of the adapter and
masked-convolution solutions. Further investigation of the remaining solutions is left for future work.

Solution Advantages Disadvantages
Fine-tuning + Uses all information — Loss of generalization
— Learns specific distractions
Post-Processing + Ignores regions — Information already lost
— Repeats FL task
Extra Input & Retraining + Uses all information — High training cost
+ Ignores regions — Limited flexibility
— Model-specific
Filter Adapter + Uses most information — Needs encoder/decoder structure
+ Ignores regions — Need balance in complexity
+ No training required — Operates behind encoder

+ Flexible architecture
+ Reusable & toggleable

Masked Convolutions  + Uses all information — Limited to CNNs
+ Ignores regions
+ No training required
+ Reusable & toggleable

Table 4.1: Overview of possible solutions for distraction-aware FL with advantages and disadvantages.
The most promising solutions, highlighted in bold, are the filter adapter and the masked convolution.
Both solutions are implemented (Section 4.3 and Section 4.4) and evaluated (Section 5.2 and Section 5.3)
in this thesis.
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4.2 TruFor Technical Details

The TruFor [8] model consists of two big parts: the encoder and decoders (i.e., the Anomaly Decoder,
Confidence Decoder, and Forgery Detector). TruFor also contains an NP++ extractor, but this is seen
as preprocessing in this chapter and is not changed. A full overview of the technical details is provided
in Section 2.1.3. This section provides a short overview of the encoder and decoders, and the used loss
functions and datasets during training. This information is needed to understand the distraction-aware
solutions.

Encoder The encoder uses a cross-modal transformer-based architecture, adapted from SegFormer
[19]. It processes the input (i.e., the rgb image and the NP++) into four feature maps, each with a
different resolution. This is done by using a series of transformer blocks, together with CM-FRM and
FFM modules [19].

Decoders The four feature maps are processed by the decoders into an anomaly map, confidence
map, and forgery score. All decoders are All-MLP decoders [20], except for the Forgery Detector, which
is a two layer fully connected network.

Loss functions TruFor is trained in three steps: training the NP4+ extractor, training the encoder
and Anomaly Decoder, and training the Confidence Decoder and Forgery Detector. Details for the first
and third steps are provided in Section 2.1.3. The encoder and Anomaly Decoder are jointly trained
using a combination of the weighted cross-entropy loss and the dice-loss [21].

Training/Validation data The encoder and Anomaly Decoder were trained on a combination of
14 datasets, as proposed by CAT-Net [15], consisting of about 877,000 images. Some notable datasets
are Fantastic Reality [22], IMD2020 [23], SP COCO, CM COCO, CM RAISE and CM-JPEG RAISE
together called tampCOCO [15], and JPEG RAISE [15].
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4.3 Filter Adapter

The filter is an adapter that is added in between the encoder and anomaly decoder of TruFor [8]. The goal
of the filter is to adapt the feature maps generated by the encoder in such a way that the decoder regains
focus of the forgery. A distraction cover is used to identify the pixels that are potentially distracting.

4.3.1 Architecture

The filter is a small network that is added to the encoder-decoder architecture of TruFor [8].
As input, it takes the four feature maps generated by the encoder. Additionally, it takes an new input,
the distraction cover, which is a binary mask with the same size as the input image. The output is
a new set of four feature maps, with the same shapes as the input feature maps. The goal is that the
artifacts of the distraction are removed from the feature maps so that the decoder can focus on the forgery.

Although multiple architectures can be chosen for the filter, this thesis proposes a filter consisting
of a backbone and four subnetworks. The backbone is the same SegFormer [20] based architecture
as used in the encoder of TruFor. It processes the distraction cover into four feature maps (M; with i =
0,1,2,3), one for each of the four feature maps produced by the encoder (I; with i = 0,1,2,3). The
motivation behind this is that processing the distraction cover into feature maps in the same way as
the encoder processes the input image and NP++ into feature maps, will ease the task of removing
distractions. Next, four subnetworks are used to process the four pairs of feature maps (one from the
encoder and one from the backbone).

The four subnetworks are all identical and consist of 3 fully connected layers with RELU activation
and a skip connection. The eight feature maps have the following shapes:

Ip and My : B x 64 x H/4 x W/4 I and M; : B x 128 x H/8 x W/8
Iy and My : B x 320 x H/16 x W/16 I3 and M3 : B x 512 x H/32 x W/32

where B is the batch size, H and W are the height and width of the input image, and 64, 128, 320 and
512 are the number of channels in the feature maps (C; with i =0,1,2,3).

The first layer (L;) fuses the two feature maps together, going from 2 - C; to 512 channels. The
second layer (L;) aims to adapt the feature maps, keeping the number of channels at 512, and the
third layer (L3) reduces the number of channels back to C;. The first 2 layers are followed by a layer
normalization and dropout layer. The dropout layer is used to prevent overfitting, and the layer normal-
ization is used to stabilize the training. After all three layers, a RELU activation is applied. Using three
layers provides a good trade-off between complexity and performance.

A skip connection is added across all 3 layers. The skip connection is used to allow the network to
learn the difference between the distracted and non-distracted feature maps instead of learning the non-
distracted feature map directly. Only having to learn the residual is a simpler task, and speeds up and
stabilizes learning. This is similar to the idea behind the residual networks as proposed by ResNet [63],
where the network learns the difference between the input and output of a layer instead of learning the
output directly.

The outputs of the filter are four distraction-aware feature maps (O; with i =0, 1,2, 3):

O; =Ls(La(L1(L; @ My))) + L fori=0,1,2,3 where @ is the concatenation operation

In summary, the filter consists of a backbone and four subnetworks and is placed between the
encoder and anomaly decoder. The backbone processes the distraction cover into four feature maps, and
the subnetworks process the pairs of feature maps (i.e., one from the encoder and one from the filter)
into distraction-aware feature maps. Each subnetwork consists of three fully connected layers with RELU
activation and a skip connection. The skip connection makes the network learn the difference between the
distracted and non-distracted feature maps instead of learning the non-distracted feature map directly.
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4.3.2 Training

The filter is trained using part of TruFor’s [8] training data. Being Fantastic Reality [22], tamp-
COCO [15] (consisting of 4 subdatasets: SP COCO, CM COCO, CM RAISE and CM-JPEG RAISE)
and JPEG RAISE [15]. IMD2020 [23] was excluded from training as it was used in Chapter 3 to evaluate
the impact of forensic distractions and is again used in Chapter 5 to evaluate the filter’s performance.
All images were resized and/or cropped to 1536x1024, and the same number of images were used from
each dataset, limited by the smallest (i.e., Fantastic Reality), to ensure a balanced training. An overview
of the used datasets is provided in Table 4.2.

Dataset Size Description

2x16,000 Both authentic and spliced images from various scenes

]
]
15] 200,000 Copy-move forgeries, compressed
]
]

SP COCO [15 200,000  Spliced images, compressed
CM COCO |
CM RAISE [15 200,000  Copy-move forgeries with random shapes, compressed
[

200,000  Extra compressed version of CM-RAISE

JPEG RAISE [15] 24,462  Authentic dataset created by compressing RAISE [54] images

Table 4.2: Overview of datasets used for training the adapter. SP COCO, CM COCO, CM RAISE,
and CM-JPEG RAISE are subdatasets of the tampCOCO dataset [15]. The same number of images
were selected from each dataset, limited by the smallest (i.e., Fantastic Reality; 16,000), to ensure a
balanced training set. “Compressed” in this table refers to JPEG compression with a random quality
factor between 60 and 100.

The goal is to learn to ignore distractions based on a provided distraction cover. To do this, the
dataloader was modified to randomly select a rectangle in the image, with a size between 5% and 20%
of the size of the image, and set the pixels in this rectangle to 0. Next, the image was JPEG compressed
with Q95, just as was done in the experiments in Chapter 3. Lastly, a distraction cover was generated
based on the chosen rectangle.

As explained in Section 3.1, the presence of the JPEG compression step is partially responsible for the
problem of forensic distractions. Therefore, it is important to include this step in the training process.

The filter is trained using the same loss functions as TruFor used for training its Anomaly Decoder.
The loss function is a combination of the weighted cross-entropy loss and the dice-loss [21]. In this thesis,
the loss functions were modified to only take into account the pixels that are not masked by the distrac-
tion cover (similar to the adapted F1 score calculation). The adam optimizer was used with a weight
decay of 0.0005 and a base learning rate of 0.0001 with polynomial decay. The training was done using
a batch size of 4 due to memory constraints. To prevent unstable training, gradient accumulation
was used with a weight update every 4 batches. Every 800 batches (or 3,200 samples or 200 weight
updates) a validation round was performed. The validation set consists of 550 samples, each with a
rectangular distraction with a fixed position and size. These positions and sizes were randomly generated
before starting the training and remained constant throughout the training to make validation results
comparable. Training was done for 7 epochs, with each epoch containing 26,760 batches (or 107,040
samples or 6690 weight updates).

The training loss, validation loss, and validation Intersection over Union (IoU) are shown in Figure 4.6.
The training was stopped after 7 epochs as the validation loss started to stagnate. At the end of
the training, the validation loss was 0.0012 and the validation IoU was 0.95. The validation IoU did not
increase a lot during training, indicating that the model was not able to learn a lot. This inability to
learn is further evaluated and explained in Section 5.2 where the results of the filter are discussed.
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Figure 4.6: Training loss, validation loss, and validation IoU of the adapter. Updates and loss calculations
are performed every 16 samples. A validation round is performed every 3200 samples. Plots are smoothed
with a running average of 10.
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4.4 Masked Convolutions

The proposed masked-convolution approach aims to make TruFor [8] distraction-aware by modifying
the convolutional layers to ignore the distracting pixels. Figure 4.5 shows that cutting off the
distraction from an image leads to partial focus being regained. Instead of physically cutting the distrac-
tion out of the image, it should be possible to simply skip this part of the image during the convolution.
To do this, a mask needs to be provided to the convolutional layers, indicating which part of the image
should be ignored.

The masked-convolution approach has two parts. First, the necessary components, including but not
limited to the convolutions, need to be modified to correctly process the input based on a provided mask.
For simplicity, these are called masked components. All components that mix information from different
pixels need to be masked. The masked components are discussed in Section 4.4.1. Second, the existing
model needs to be adapted to use the new masked components. This includes correctly generating the
mask and passing it to the different components. This is discussed in Section 4.4.2.

4.4.1 Masking Components

Understanding convolutional layers

The main component that needs to be masked is the 2D convolutional layer. In its simplest form, shown
in Figure 4.7, a convolution operation can be explained as follows: a small region of the input image,
called a convolution window X, is selected. The size of this window is determined by the kernel size K.
A convolution kernel W is then applied to this window, producing an output value 2’ = W7 X + b, where
b is the bias. The convolution window is then shifted by a specified number of pixels, called the stride S,
and the process is repeated across the entire image (left to right, top to bottom).

oO|lo|lo|lo|lo|lo|o|Oo|Oo|Oo|Oo|Jo|o|oOo
]
i
e
[]
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Figure 4.7: Example of a convolutional layer operating on an image of size 12x16 with a kernel of size
3x3, a stride of 2 and a padding of 1. The kernel shifts over the image in steps of 2 pixels (left to right,
top to bottom), at each step performing a convolution operation. Three example convolution windows
are shown.

To handle edge cases where the convolution window extends beyond the boundaries of the image,
padding of size P can be added around the image. The final output of the convolution is a new image
with dimensions determined by the formula:

L;— K+2P
Output sizey;,, ; = % +1
where L; is the length of the input image in dimension ¢. This process is repeated for all regions of the
input image, resulting in a transformed output image. Kernel size K, stride S, and padding P can be
different for each dimension.
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In practice, convolution operations work with multiple channels. For instance, an RGB image
has 3 channels. For an input image with Cj, channels, the convolution kernel W is a 3D tensor with
dimensions K, X K, x Cj,. Each kernel processes all input channels simultaneously, and the output is a
single channel. To produce an output with C,, channels, C,,; separate kernels are used, each with its
own set of weights and biases. Thus, the total number of parameters in a convolutional layer is given by:

Number of parameters = Cout X (K X K x Cip + 1)

where the +1 accounts for the bias term for each output channel. This allows the convolutional layer to
learn complex transformations across both spatial dimensions and channels.

Masked convolutional Layer

For simplicity, in this thesis, the mask is a rectangle defined by its top-left corner (z,y) and its dimensions
(h,w) (height and width). This rectangle represents a hole in the image. All pixels inside the hole are
considered invalid and should be ignored by the convolution operation. This is done by skipping over the
hole during the convolution operation using the following three steps illustrated in Figure 4.8.

e Pad the hole: Add the same amount of padding as added on the outside of the image, to the
inside of the hole. Adding the padding to the hole sets some invalid pixels to 0. The others remain
invalid. Adding the padding ensures that the convolution windows overlapping with the hole are
handled similarly to those extending beyond the image boundaries.

e Convolve: Perform the default convolution operation.

e Update the mask: Any convolution window that overlaps with non-padded invalid pixels is itself
invalid. This means that the output of the convolution should be ignored in subsequent layers. To
achieve this, the mask is updated to reflect the new validities using the following steps:

— Count the number of valid convolution windows before the hole in both dimensions.
— Count the number of invalid windows within the hole in both dimensions.

— These counts are, respectively, the new top-left corner coordinates and the new height and
width of the updated mask.

This solution currently supports only rectangular holes, but could be extended to irregular shapes if
needed. Rectangular holes suffice for the current use case and as a proof of concept.
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Figure 4.8: Illustration of the three steps taken by the proposed masked convolution layer. The illustration
shows a 12x16 image with a 3x3 convolutional kernel, a stride of 2 and a padding of 1. Three example
convolution windows are shown, two of which are valid (green) and one which is invalid (red). First, the
padding is applied to the hole (pad). Next, the convolution is performed as normal (convolve). Finally,
the mask is updated to reflect the new hole (update).
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Masked avg pooling and max pooling

The four CM-FRM blocks in the encoder make use of adaptive max pooling and average pooling oper-
ations, which compress all information into a single number to capture a feature summary per channel.
These are then combined using a small network to calculate channel weights, which are then used, to-
gether with spatial weights calculated via a CNN, to rescale the feature maps, allowing the model to
emphasize informative regions and suppress less relevant features.

The pooling operations mix information from different pixels and therefore also need to be masked.
Masking these operations is very simple. Instead of average over the entire channels of the feature map,
the average is only taken over the unmasked pixels. The same applies to the max pooling operation. The
mask is not changed during this operation, so it does not need to be returned.

4.4.2 Integration with TruFor

The second part of the solution is to integrate the masked components into the TruFor [8] architec-
ture. The TruFor model is implemented using the PyTorch [64] framework. The masked components
are implemented as separate modules, inheriting from the original components, which they replace. By
implementing the masked components in this way, the original weights can simply be reused. PyTorch
immediately recognizes the new components as wrappers of the original ones and uses the original weights.
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Figure 4.9: Schematic overview of the integration of the masked components into the TruFor architecture.
First, components that mix information from different pixels are replaced with their masked versions
(replace). Next, the mask is generated and passed through the network (input mask). Finally, the mask
is passed to the masked components, which will use it and return an updated version (pass mask).

Figure 4.9 shows a schematic overview of the integration of the masked components into the TruFor
architecture. The first step is to replace all components that mix information from different pixels with
the newly created masked versions (replace). The second step is to generate the mask from the distraction
cover, and pass it through the network together with the input (input mask). The mask follows a similar
path to the input. Every time a masked component is used, the mask must be passed to the component,
which will use it and return an updated version (pass mask). The output of the encoder is extended to
output the corresponding mask for each feature map. The feature maps and their masks are then passed
to the decoders, which are also modified to use the masked components.

As the masked components, contrary to the original components, take two inputs and return two
outputs (the feature map and the mask), they cannot be used inside a Sequential Module. Sequential
Modules are used to group multiple layers together, making it possible to use them as if they were a
single layer. Inside, the output of each layer is passed to the next layer. This is only possible if each
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layer takes the same number of inputs and returns the same number of outputs, which is not the case if
masked and non-masked components are mixed.

This means that any Sequential Module that contains at least one masked and one non-masked
component needs to be dismantled (i.e., separating the layers). The implications of this are that the
weights of the Sequential Module cannot be simply reused. To solve this, some weights need to be
renamed.

For instance, consider a Sequential Module named “seq”. Its weights will be named “seq.0.weight”,
“seq.l.weight”, and so on. This module can be dismantled by separating the internal modules and
renaming them as “seq._0”, “seq_1”, etc. The final step is to rename the weights from “seq.0.weight” to
“seq_0.weight”, and so on.

The explanation provided in this section is not limited to TruFor, and can, in theory, be used to
implement the masked components in any CNN-based model. If the model is not implemented using
PyTorch, some modifications may be needed, but the concepts remains the same.

4.4.3 Similar Approach used for Inpainting

The idea of masked convolutions is similar to the work proposed by Liu et al. (2018) [65]. They used
a similarly modified convolution operation for the task of inpainting with irregular-shaped holes. Their
method uses a binary mask to indicate which pixels should be ignored during the convolution — 1 for
pixels that should be considered and 0 for pixels that should be ignored.

As opposed to the proposed method of masked convolutions, Liu et al. treat holes in the image
differently from pixels outside the image. First, the convolutional operation is performed as normal, but
the ignored pixels (i.e., pixels with value 0 in the binary mask) are set to 0. Next, the outputs (i.e.,
the values for each convolution window) are rescaled to account for ignored pixels. The rescale factor is
calculated as the size of the convolution window divided by the number of considered pixels (i.e., pixels
with value 1 in the binary mask) in that window.
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4.5 Conclusion

In this chapter, five possible solutions were discussed to make TruFor [8] distraction-aware. Four
of these solutions are based on performing additional training, being finetuning (Section 4.1.1), post-
processing (Section 4.1.2), adding an extra input and retraining (Section 4.1.3), and using a filter adapter
(Section 4.1.4). The fifth solution does not require any training, only replacing convolutions by a masked
counterpart (Section 4.1.5). An overview of the solutions with their advantages and disadvantages is
shown in Table 4.1.

The most promising solutions were the filter adapter and the masked convolution. Both solutions
can be reused on different models (limited to some architectures) and can be toggled on or off. As the
filter solution does require training, and as it operates behind the encoder, it has limited access to the
raw feature information.

The masked-convolution solution does not require any training. It can thus be immediately used
on any pretrained CNN-based model, apart from the fact that the model needs to be adapted to use the
new components.

Both solutions are discussed and implemented in this chapter. The filter adapter solution is imple-
mented in Section 4.3, and the masked-convolution solution is implemented in Section 4.4.

In the next chapter, the two solutions are evaluated. The goal of the evaluation is to determine
if the proposed solutions are able to make TruFor distraction-aware, and if so, how well they perform.
The evaluation is done using the same datasets as used in Chapter 3, and the results are compared to
the results of TruFor with and without distractions.
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Evaluation

In Chapter 4, two different solutions were proposed and implemented to solve the problem of forensic
distractions. The first solution is a distraction filter that can be added to existing models, limited to
encoder-decoder architectures. The second solution is to use masked convolutions that ignore part of
the image. This solution does not need to be trained and can be used in any model, limited to CNN
architectures. In this chapter, both solutions are evaluated, and the results are compared to the original
TruFor [8] model. The goal is to determine whether the proposed solutions can effectively mitigate the
impact of forensic distractions on forgery localization tasks. Figure 5.1 shows a manipulated distracted
image and the corresponding predictions by the unmodified TruFor model and the two proposed solutions.

The experimental setup is briefly described in Section 5.1. The results for both solutions are, respec-
tively, discussed in Section 5.2 and Section 5.3. Tables 5.1 and 5.2 show the performance of the two
proposed solutions.

(a) Manipulated image, with dis- (b) Ground truth mask (¢) Prediction by unmodified Tru-

traction in upper-right corner For without distraction, F1* score:
0.9616

(d) Prediction by unmodified TruFor (e) Prediction by the masked- (f) Prediction by the filter adapter
with distraction, F1* score: 0.0061  convolution approach with distrac- approach with distraction, F1*
tion, F1* score: 0.9619 score: 0.4926

Figure 5.1: Example of the performance of unmodified TruFor [8] vs. the two proposed solutions on
the same manipulated image from Chapter 3. The unmodified TruFor model is unable to detect the
manipulated region in the presence of a distraction, while both proposed solutions are able to detect the
manipulation, albeit with varying accuracy. The blue box in (b) and white boxes in (e) and (f) indicate
the masked region.

o8
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5.1 Experiment Setup

The experiments conducted in this chapter are based on the same setup as the experiments in
Chapter 3. A detailed description of the setup can be found in Section 3.2.1. Below is a brief summary
of the most important aspects of the setup.

Datasets The experiments were conducted on four datasets, DSO-1 [49], VIPP [50], OpenForen-
sics [51], and IMD2020 [23]. An overview of the datasets is provided in Table 3.1.

Distractions Ten different logos were used, which vary in color, shape, and content. They were
selected to be representative of the types of distractions commonly added by social media platforms or
news outlets. The logos are shown in Figure 3.3. Each image was randomly assigned a distraction and
a position (upper-left, upper-right, lower-left, lower-right), constant over all experiments. After the dis-
traction was added, the image was lossy compressed using JPEG Q95, which imitates the compression
applied by social media platforms while keeping quality high for evaluation.

Distraction cover The distraction cover is a binary mask that indicates what pixels should
be ignored by the model. In these experiments, the cover is generated by selecting the smallest
rectangle that contains the distraction, padded by 4 pixels on all sides. The distraction cover is given as
input to the model and is used in the calculation of the detection scores in this chapter.

Detection score The prediction performance was evaluated using the an adapted F1 score as
defined in Section 3.2.1, with the distraction cover used as the binary mask (M). The adapted F1
score is used for two reasons. First, just as before, the model should neither be rewarded nor punished
for detecting the distraction. Second, the modified model generates nonsensical predictions for the masked
pixels, which would skew the results if taken into account.

As a reminder, the F1* score is computed as follows:

2TP[M=0]
2TP[M=0] + FP[M=0] + FN[M=0]

F1* score(P, G, M) =

with P representing the model prediction, G the ground truth mask and M the distraction cover in this
case, all having values in the range [0, 1]:

The adapted F1 score used in this chapter takes into account a rectangle on top of the distraction.
This is different from Chapter 3 where the distraction it self was taken into account. However, the
resulting difference in F1* score is negligible, meaning that the results are still comparable.
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5.2 Filter Adapter

The filter solution consists of an adapter placed between the encoder and decoders of the TruFor [8] model.
The adapter is a lightweight neural network that is trained to filter out the distraction from the feature
maps produced by the encoder based on a provided distraction mask. The architecture and training setup
of the adapter are described in Section 4.3. Unlike the TruFor model, the adapter was not trained on the
IMD2020 dataset. This makes the results more generalizable and comparable to the results in Section 3.2.

The results of the filter solution are shown in Table 5.1. It can be seen that the adapter slightly
improves the performance of the TruFor model across all datasets, with the most significant improve-
ment observed on the VIPP dataset and quite small improvements on the DSO-1 and IMD2020 datasets.
The average F1* score across all datasets increased from 0.21 to 0.25, which is a non-negligible relative
improvement of 16.90%.

How relative percentage increases are calculated
The relative percentage increase is a metric used to evaluate the increase in performance of a modified
model compared to the original model. It is calculated as follows:

F1* score [M D] — F1* score [notM D]
F1* score [notM notD] — F1* score [notM D]

Relative Percentage Increase =

with M and D indicating modified and distracted, respectively. The relative percentage increase is
a value between 0% and 100%, with 0% indicating no improvement and 100% indicating that the
modified model performs as well as the unmodified model on non-distracted images.

Example:
The original unmodified model has an F1* score 1.00 I
of 0.60 on non-distracted images and an F1* score
of 0.10 on distracted images. The modified model
has an F1* score of 0.43 on distracted images. In . i
. . . . 0.60 Unmodified & undistracted
this case, the relative percentage increase is:

0.43 Modified & distracted
0.43—-0.10  0.33

0.60 —0.10 — 050 _ 00%

0.10 I Unmodified & distracted
0.00

The model is evaluated at two different checkpoints. At the end of training (after 7 epochs)
and after 3 epochs. The average performance of the model after 3 epochs is better than the performance
after 7 epochs. This points to the model overfitting to the training data. The 7-epoch model did,
however, perform better on the VIPP dataset.

One possible explanation is that due to the compression performed on all images during training, the
model gets better at detecting forgeries post-compression, and more specifically at detecting DQ
artifacts. The VIPP dataset was built to evaluate the performance of an FL model that looks for DQ
artifacts, and it thus contains many DQ images. I hypothesize that as the model continues training, it
gets better at detecting these DQ artifacts, which leads to a better performance on the VIPP dataset.

Examples Figure 5.3 shows eight examples of manipulated images with their corresponding predic-
tions by both the unmodified TruFor model and the proposed filter adapter solution (the 7-epoch model).

In general, however, the adapter solution is unable to make very significant improvements in
performance, being stuck at an average F1* score of 0.25, which is quite low compared to the original
F1* score (i.e., without distractions) of 0.47. This is likely due to the fact that the encoder already
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Dataset Unmodified TruFor Filter (3 epochs) Filter (7 epochs)

Original  Distracted  Distracted Improvement Distracted Improvement

DSO-1[49] 0.43493 016117  0.17045 3.39% 0.16931 2.97%

VIPP [50]  0.32978  0.02787  0.09052 20.75% 0.10976 27.12%

OpenForensics [51] 054804 022184 0.31542 28.69% 0.30045 24.10%

IMD2020 23]  0.55829%  0.42579%  0.44277%  12.82% 0.43191%  4.62%
- Average 046776 0.20917 025479 17.64% 0.25286 16.90%

Table 5.1: Evaluation of the Filter Adapter solution on the different datasets compared to the unmod-
ified TruFor [8] model using the F1* score (3.3). The Filter is evaluated at two different checkpoints (3
epochs and 7 epochs). The shown percentage increases are relative to the possible improvement, with
100% being the original TruFor model and 0% being the unmodified TruFor model.

The performance of the adapter is better after 3 epochs than after 7 epochs, which indicates that the
model is overfitting to the training data. In general, the improvements are limited, but non-negligible,
meaning that the adapter is a valid solution to the problem of forensic distractions.

Remark*: The original TruFor model was trained on the IMD2020 dataset, which results in general
higher robustness against distractions in this dataset.

lost most of the information needed to detect the forgery, making it difficult for the adapter
to extract any remaining information. This theory is supported by the results of a small ablation study
performed in Section 5.3.1, which shows that the encoder is the biggest culprit for the performance drop
during the addition of distractions.

Even though improvements are limited, the adapter solution is still a valid solution to the problem
of forensic distractions.

( )
Summary

In summary, the filter is a lightweight neural network placed between the encoder and decoders of
TruFor, with the goal of filtering out distractions based on a provided distraction mask.

The filter improved the performance on distracted images across all datasets, achieving a 16.90%
relative improvement. However, the improvements were limited, likely because the encoder discards
crucial forensic information when distractions are present.
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Filter (7 epochs)
pred.
(distracted)

Manipulated Ground truth TruFor pred. TruFor pred.
image mask (no distraction) (distracted)

0.9002 0.0011 0.0435

VIPP

ol =<

IMD2020 0.8654 0.7889 0.9023

Figure 5.2: Examples of manipulated images with corresponding predictions and F1* scores (3.3) by both
unmodified TruFor [8] and the proposed filter-adapter solution (the 7-epoch model). The blue boxes
in the ground truth and the white boxes in the last column indicate the masked regions. The last column
shows the predictions of the filter adapter approach, all other columns are the same as in Figure 5.3.
The filter adapter approach is able to improve the performance of TruFor on every image, most notably
on rows 6 and 7. In general, the performance increase is limited.
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5.3 Masked Convolutions

The masked-convolution solution consists of replacing any standard convolution with a masked convolu-
tion. The masked convolution takes a mask as an extra input. The mask defines a hole in the image,
which the convolution will treat as if there were no pixels there. The construction of the masked convolu-
tion and other necessary components, and the implementation in the TruFor architecture, are described
in Section 4.4.

Table 5.2 shows the results of the masked-convolution solution. This solution led to a significant
improvement in performance across all datasets.

Dataset Unmodified TruFor Masked Convolution

Original  Distracted Distracted Improvement

DSO-1[49] 0.43493  0.16117 0.38424 81.48%

VIPP [50] 0.32978 0.02787 0.28855 86.34%

OpenForensics [51]  0.54804 0.22184 0.53023 94.54%

IMD2020 [23] 0.55829*  0.42579* 0.53473* 82.22%
- Average 046776 020917 043444 8T.11%

Table 5.2: Evaluation of the Masked-Convolution solution on the different datasets compared to the
unmodified TruFor [8] model using the F1* score (3.3). The shown percentage increases are relative to
the possible improvement, with 100% being the original TruFor model and 0% being the unmodified
TruFor model.

The masked-convolution solution performs significantly better than the unmodified TruFor model in
the presence of distractions, with an average relative improvement of 87.11%. This makes the masked
convolution a very effective solution to the problem of forensic distractions.

Remark*: The original TruFor model was trained on the IMD2020 dataset, which results in general
higher robustness against distractions in this dataset.

The average F1* score across all datasets increased from 0.21 to 0.43 for a 87.11% relative improve-
ment, making it the best performing FL model tested (see Table 5.4). The masked-convolution
solution only drops 7.12% in performance when distractions are added, compared to 55.28% for the un-
modified TruFor model (see Table 5.4). This makes it very resilient to distractions.

Examples Figure 5.3 shows eight examples (same examples as in Section 5.2) of manipulated images
with their corresponding predictions by both the unmodified TruFor model and the proposed masked-
convolution solution.

The results show that the masked-convolution approach is a very effective solution to the problem
of forensic distractions. As the method is merely a modification of the convolution operation, it can in
theory be used in any CNN-based model, making it a very versatile solution.

5.3.1 Ablation Study

To better understand the impact of the masked-convolution solution, a small ablation study was per-
formed. The goal of this study was to evaluate the relative impact of the encoder and anomaly
decoder on the performance. To this end, two new versions of the masked-convolution solution were
created. In the first version, only the encoder was adapted to use masked convolutions, while the decoder
was left unchanged. In the second version, only the decoder was adapted, while the encoder was left
unchanged. The results of this ablation study are shown in Table 5.3.

The results show that the encoder is the most important component in the story of forensic
distractions. Adapting only the encoder leads to a significant average performance relative improvement
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Dataset Unmodified TruFor Masked Convolution
Original  Distracted  Encoder only Decoder only Fully masked

DSO-1 [49] 0.43493 0.16117 0.38424 0.18348 0.38424

VIPP [50] 0.32978 0.02787 0.28854 0.03419 0.28855

OpenForensics [51]  0.54804 0.22184 0.53022 0.18064 0.53023

IMD2020 [23]  0.55829 0.42579 0.53468 0.49757 0.53473
- Average 0.46776 020917 043442 0.22397 043444

Table 5.3: Ablation study on the Masked-Convolution solution, to evaluate the relative impact of
the encoder and anomaly decoder on the performance. The performance is evaluated using the F1*
score (3.3).

The results show that only adapting the encoder is sufficient to achieve a significant performance improve-
ment. Adapting only the decoder leads to a very small average performance gain. For the OpenForensics
dataset, it even leads to a performance loss, the reason of which may be a topic for future work. This
implies that the encoder is the most important component, being responsible for the majority of the
performance drop when distractions are added.

Remark™: The original TruFor model was trained on the IMD2020 dataset, which results in general
higher robustness against distractions in this dataset.

of 87.11%, while adapting only the anomaly decoder leads to a very small average relative performance
of only 5.72%. On the OpenForensics dataset the performance even degrades when only adapting the
decoder. The reason for this decrease is unclear and may be a topic for future work. This implies that
the encoder is the main culprit for the performance drop when distractions are added.

This further explains the results of the adapter solution presented in Section 5.2. The adapter
was unable to significantly improve the performance of the TruFor model because the encoder already
lost most of the information needed to detect the forgery.

( N\
Summary

The use of masked convolutions led to a significant improvement in performance across all
datasets, with an average F1* score increase from 0.21 to 0.43, being a 87.11% relative improve-
ment. This makes it the best-performing FL model tested. With a performance drop of only 7.12%
when adding distractions, it is very resilient to distractions.

An ablation study revealed that the encoder is the main source of distraction vulnerability,
further explaining the limited improvements of the adapter solution.

The approach is highly versatile, as it can be applied to any CNN-based model, making it a promising
solution for the future of distraction-aware FL. methods.
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Masked Conv.
pred.

(distracted)

Manipulated Ground truth TruFor pred. TruFor pred.
image mask (no distraction) (distracted)

0.9002 0.0011 . 0.8760
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Figure 5.3: Examples of manipulated images with corresponding predictions and F1* scores (3.3) by
both unmodified TruFor [8] and the proposed masked-convolution solution. The blue boxes in the
ground truth and the white boxes in the last column indicate the masked regions. The last column shows
the predictions of the masked-convolution approach, all other columns are the same as in Figure 5.2.
The masked-convolution approach significantly improves the performance of TruFor in the presence of
distractions, demonstrating its effectiveness as a solution to the problem of forensic distractions.



Model DSO-1 VIPP OpenForensics

Original Distracted Decrease Original Distracted Decrease Original Distracted Decrease

E DCT [11] 0.23122 0.23149 -0.00026  0.18852 0.18696 0.00156 0.11154 0.11099 0.00054
é ADQ1 [12] 0.22461 0.22355 0.00106  0.17930 0.17885 0.00045  0.09869 0.09824 0.00045
E BLK [13] 0.18553 0.18541 0.00011 0.14365 0.14194 0.00172 0.07594 0.07517 0.00077
§ CAGI [14] 0.19477 0.18995 0.00482  0.18724 0.18925 -0.00201  0.06512 0.06532 -0.00020
L CATNet[15] 0.06605  0.05896 000772 0.12630 011560 0.01064 028374 027457 0.00917
B PSOC-Net [18] 013760 0.08632 005108 016504 013032 003572 011167 008241 002926
§ = Unmodified [8] 0.43493 0.16117 0.27376  0.32978 0.02787 0.30191  0.54804 0.22184 0.32620
g F Filter (§4.3) 0.16931  0.26562 0.10976  0.22002 0.30045  0.24759
A F Masked Conv. (§4.4) 0.38424 0.05069 0.28855 0.04124 0.53023 0.01782

(a) DSO-1 [49], VIPP [50] and OpenForensics [51] datasets

Model IMD2020 Average
Original Distracted Decrease Original Distracted Decrease % Decrease

2 DCT [11]  0.14660 0.14284 0.00376  0.16947 0.16807 0.00140 0.83%

fg ADQ1 [12] 0.14161 0.13838 0.00323  0.16105 0.15976 0.00130 0.80%

% BLK [13] 0.12223 0.12023 0.00199  0.13184 0.13069 0.00115 0.87%

§ CAGI [14] 0.11983 0.11765 0.00218  0.14174 0.14054 0.00120 0.84%
. CAT-Net [15] 0.52894%  0.51360%  0.01534  0.25141  0.24070  0.01072  4.26%

I PSCCNet [15] | 007405 005962 0.01443 01209 009197 003012 2467%

8 5 Unmodified [8] 0.55829* 0.42579*  0.13250 0.46776 0.20917 0.25859 55.28%

g F Filter (§4.3) 0.43191%  0.12638 0.25286  0.21490  45.94%

A F Masked Conv. (8§4.4) 0.53473*  0.02356 0.43444 0.03333 7.12%

(b) IMD2020 [23] dataset and average across all datasets

Table 5.4: Summarizing table showing the localization scores (F1* score (3.3)) of the tested FL models and the two proposed solutions on the different datasets
before and after adding distractions, and the average across all datasets. The best score for each dataset is highlighted in bold and the second best score is
underlined. The percentage decrease is shown in parentheses and changes of less than 1% are shown in light gray.

The Masked-Convolution solution performs the best (post distraction) across all datasets, highlighting its effectiveness. The Filter solution performs second best
on average, closely followed by CAT-Net. The Masked-Convolution solution is far more resilient to distractions than the original TruFor model, with a decrease
of only 7.12% on average. CAT-Net is still more resilient to distractions.

Remark™: Both TruFor and CAT-Net were trained on the IMD2020 dataset, which results in general higher robustness against distractions in this dataset.
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5.4 Conclusion

Two different solutions were proposed to solve the problem of forensic distractions: using a distraction
filter and using masked convolutions. Both solutions were evaluated on four different datasets, with a
summary of the results and a comparison to all tested FL models presented in Table 5.4.
Figure 5.4 shows the scatter plots of the localization scores aggregated over all four datasets for the
unmodified TruFor model, the adapter solution, and the masked-convolution solution.

The masked-convolution solution was found to be the most effective solution, with an average
relative improvement of 87.11%. The final decrease in performance due to the addition of distractions
is only 7.12%. This makes it the best performing and one of the most distraction-resilient FL models
tested. However, the solution is not perfect. The decrease of 7.12% is non-negligible and highlights that
other approaches should be explored to further improve the robustness of FL models against forensic
distractions.

The filter adapter solution was also able to improve the performance of the TruFor model, however,
to a much lesser extent, with an average relative improvement 16.90%, resulting in a decrease in per-
formance due to distractions of 45.94%. The adapter solution is still a valid solution to the problem of
forensic distractions, as it on average outperformed every other model tested, with the exception of the
masked-convolution solution.

An ablation study was performed to evaluate the relative impact of the encoder and anomaly decoder
on the performance. The results showed that the encoder was responsible for the majority of the
performance loss when adding distractions, which explains the limited improvements of the adapter
solution.

In conclusion, masked convolutions are a very effective solution to the problem of forensic distrac-
tions. In the future, they can be used to make any CNN-based FL method distraction-aware. Leading to
performance improvements in realistic, noisy, and content-rich contexts, such as social media, blog posts,
and news articles.
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Figure 5.4: Scatter plots of the localization scores (F1* score (3.3)) of the unmodified TruFor model, the
adapter solution, and the masked-convolution solution aggregated over all four datasets (DSO-1,
VIPP, OpenForensics, and IMD2020).
It can be seen that for both modified models (b & c), the points shift to the right, indicating a higher

resilience to distractions than the unmodified model (a).

For the masked-convolution solution (c), the

points are more clustered around the diagonal, indicating the model’s performance is far less affected by
the presence of forensic distractions.



6

Future Work

This thesis represents an initial step towards distraction-aware detection by proposing two methods,
being a filter adapter (Section 4.3) and masked convolutions (Section 4.4), and demonstrating their ef-
fectiveness in improving the performance of distraction-sensitive FL. models.

This work opens up several options for future exploration. Future work could focus on im-
proving the performance and usability of the proposed methods, particularly through combining both
methods, supporting arbitrarily-shaped masks, and automated mask generation. Moreover, the imple-
mentation of the masked-convolution method could be simplified by creating utility functions or wrapper
classes.

Furthermore, the concept of distraction-aware detection can be extended beyond handling explicit
distractions (i.e., logos, captions, etc.) to include implicit distractions, which are not immediately notice-
able but still negatively impact detection performance. Additionally, the scope could be broadened to
ignoring any irrelevant part of an image, useful in the cases of multiple forgeries where one manipulation
is much more prominent than the other

By expanding both the technical capabilities and conceptual scope of distraction-aware detection,
future work can help realize its full potential in real-world forensic scenarios.

6.1 Improving the Proposed Solutions

Combining Methods

The masked-convolution method shows significant improvements in the resilience to forensic distrac-
tions, but it is not perfect. Distractions still lead to an average performance decrease of 7.12%. The
adapter method, while less impactful, still yielded non-negligible improvements, mainly in the VIPP
(possibly due to the training on compressed images; see Section 5.2) and OpenForensics datasets.

A potential direction for future work could involve combining both methods, replacing all convo-
lutions in the model with masked convolutions, and using an adapter to filter the feature maps before
passing them to the decoders. By combining both methods, the adapter could learn to filter out the few
remaining distractions that the masked convolutions leave untouched. In turn, increasing the performance
even further.

Arbitrary Shaped Masks

The current masked convolution implementation is limited to rectangular masks. Extending this
mechanism to support irregular shaped masks, as done by Liu et al. (2018) [65], could improve the
usability of the method in real-world applications. Irregular masks would allow for more precise
targeting of distractions, enabling the model to ignore complex shapes that are not easily encapsulated
by rectangles (e.g., captions around a person’s face). In general, the ability to define arbitrary masks
would increase flexibility and applicability of the masked-convolution method, making it a more powerful
tool for distraction-aware detection.
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Automatic Mask Generation

Both proposed solutions rely on user-provided masks to indicate distracting regions. A logical
next step would be to automate the mask generation process. Several strategies could be explored. A
model could be made specifically for detecting distractions, or pretrained models could be used to identify
and segment likely distractions.

Simplifying Implementation

The current implementation of the masked-convolution method requires several modifications
to the model’s architecture. Not only do components need to be replaced with the masked versions,
but the mask itself also needs to be passed through the model. Moreover, due to the double input and
output, masked convolutions cannot be used in the same way as standard convolutions. For example, the
Sequential module in PyTorch [64] does not support this and thus needs to be dismantled (i.e., separating
the layers).

Future work could focus on simplifying this process by developing utility functions or wrapper
classes. For instance, a wrapper for torch.nn.Sequential that takes two inputs (i.e., the image and the
mask) and passes the mask along to all relevant layers. This would also remove the need to remap the
weights of all the layers due to the dismantling of the sequential module.

A more ambitious solution would be to create a full wrapper for torch.nn that allows all standard
layers to accept (input, mask) tuples as input. This would enable distraction-aware models to be imple-
mented with minimal effort. Enabling any existing CNN-based model, implemented using PyTorch, to
be converted to a distraction-aware model by simply replacing the standard torch.nn import with the
masked wrapper and changing the input from a single tensor to a tuple (input, mask).

6.2 Extending the Scope

Ignore Irrelevant Image Regions

The concept of distraction-aware detection can be extended to ignore any irrelevant part of the image.
One potential application is in the detection of multiple forgeries. Some models struggle to detect multiple
manipulations within a single image. By masking one of the manipulated regions, the model could focus
on the other, improving detection accuracy.

Implicit Forensic Distractions

The distractions discussed in this thesis are clearly visible and can be easily distinguished from the rest
of the image. Therefore, they can be classified as ezplicit distractions. However, in the real world, many
images also contain implicit distractions, such as overexposed areas. It is not immediately clear to
a viewer that these elements are problematic, yet they can still negatively impact detection performance.
As implicit distractions are not always obvious, they can be difficult to identify and mask manu-
ally. This reinforces the need for automatic mask generation. One possible approach is to generate masks
based on the model’s confidence maps. A confidence map is a heatmap that indicates the model’s cer-
tainty about its predictions. High uncertainty areas could indicate the presence of implicit distractions.
This does, however, require that models produce confidence maps alongside their anomaly maps. Some
state-of-the-art models, such as TruFor, already do this, but this is the exception rather than the rule.
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Societal Reflection

This chapter discusses the societal implications of the research presented in this thesis. It highlights the
growing challenges of fake media and the need for reliable multimedia forensics methods to combat the
spread of misinformation. Moreover, it emphasizes the potential benefits of the proposed solutions for
various societal actors and positions the work within the context of ongoing international and national
research.

Fake media detection is a critical area of research, especially in the context of the rapid
advancements in image manipulation tools and generative Al technologies.

Tools such as Photoshop and GIMP make it possible to create high-quality fake images. These tools
do require some level of expertise, which limits their accessibility to a certain extent. However, the
emergence of generative AI technologies, have made it possible to create fake images via simple
text prompts. This drops the barrier to entry significantly, allowing anyone with access to these tools
to create convincing fake images. Moreover, in 2023, Photoshop introduced a generative fill feature
giving users access to inpainting technologies right in the Photoshop interface, increasing the accessibility
of these technologies even further.

There have been many cases of manipulated images being used for malicious purposes, such as
spreading misinformation, committing fraud, and impersonating individuals, as discussed in Chapter 1.
On a larger scale, the spread of misinformation can have significant societal implications. It can
erode trust in institutions, polarize public opinion, and manipulate democratic processes.

Fake media is a driving force behind the spread of misinformation. As it becomes easier to create
and share fake images, the danger of misinformation increases. This is particularly concerning in the
context of social media, where fake images can go viral, reaching a large audience in a short amount of
time. It is clear that developing reliable and robust multimedia forensics methods is crucial in the fight
against misinformation.

This thesis proposes two methods to improve the robustness of FL. models against distractions. The
results of which have the potential to benefit various societal actors by enhancing media integrity
and improving in-the-wild performance.

e Media and journalism organizations, such as VRT and the European Broadcasting Union, can
leverage these improved tools to verify the authenticity of visual content before publication, thereby
maintaining public trust and credibility.

e Fact-checking platforms, including Factcheck.Vlaanderen, Knack, and deCheckers, can use these
technologies to systematically analyze and debunk false claims, combating disinformation and en-
suring that accurate information reaches the public.

e Law enforcement agencies, such as the Federal Police, will be equipped with improved forensic tools
to assess the authenticity of digital evidence, thus increasing the reliability of investigations.

e Cybersecurity institutions, like the European Union Agency for Cybersecurity (ENISA), can inte-
grate these forensic methods into their frameworks to address the growing threat of identity fraud
and manipulated media in financial and security-related scams.
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e Lastly, social media platforms, being distraction-rich environments, can particularly benefit from
these distraction-resilient technologies. Employing such methods can enhance the effectiveness of
automated moderation systems, improving online safety and platform integrity.

This research contributes to the ongoing international and national efforts to combat misin-
formation and strengthen the reliability of digital media.

Internationally, the detection of fake media is a key focus in research. Projects like InVID, WeV-
erify, and vera.ai under Horizon FEurope have resulted in practical tools such as the vera.ai verification
plugin and MeVer’s image verification assistant by ITI-CERTH. Standardization bodies, including C2PA
and JPEG, are developing metadata-based solutions for media authentication, enabling the tracing of
media content. Additionally, networks like the European Digital Media Observatory (EDMO) and its
(Flemish-Dutch) BENEDMO hub bring together interdisciplinary expertise to address the problem of
disinformation.

On a national level, the Flemish reliance plan provided €35M to battle disinformation. This led,
among other things, to the creation of the COM-PRESS Image Manipulation Analysis Dashboard
by IDLab at Ghent University, which aims to make image manipulation analysis accessible to a broad
audience.

In conclusion, the research presented in this thesis addresses the growing challenges of fake media
and misinformation. The proposed solutions enhance the robustness of FL. models against distractions,
potentially benefiting various societal actors and contributing to ongoing international and national efforts
to combat misinformation.
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Conclusion

Given the growing sophistication and accessibility of image manipulation tools, the creation of fake images
has become easier than ever. This has led to an increase in the number of fake images being shared
online, making it ever more important to develop reliable and robust multimedia forensics tools.

Despite the increasing performance of state-of-the-art models, they still face several critical
challenges. One of these challenges is the limited robustness against post-processing operations. This
thesis focussed on one common post-processing operation: the addition of benign visual elements, called
forensic distractions.

Impact of forensic distractions

The first part of this thesis studied the impact of forensic distractions on both FL and SD. This was
never formally studied before. The performed experiments and their results are discussed in Chap-
ter 3 and an explanation of every evaluated model is given in Chapter 2.

Seven FL models were evaluated, of which four model-based and three deep-learning-based. The
results show that forensic distractions can significantly impact the performance of FL. models. In
particular, TruFor is found to be highly sensitive to distractions, causing a decrease in performance of
55% on average. PSCC-Net is also affected, but to a lesser extent, with an average decrease of 25%.
However, not all FL. models are affected. CAT-Net is found to be quite robust against distractions,
and the model-based methods barely show any sensitivity.

Eight SD models were evaluated, categorized into four groups. The results show that SD models
are generally robust against forensic distractions, with most models maintaining similar performance.
However, models based on local artifacts, such as PatchCraft and NPR, are impacted by distractions,
although there is no consistent decrease in performance.

Proposed methods

As it was found that FL models and in particular TruFor, can be significantly affected by distractions,
the second part of this thesis (Chapters 4 and 5) focused on improving the robustness of FL models
against distractions. Two methods are proposed: the filter adapter and the masked convolutions.
Both methods take a distraction cover as input, which indicates the parts of the image that likely contain
distractions.

The filter adapter is a lightweight neural network placed between the encoder and decoder of the
TruFor model. It is trained to alter the latent feature maps generated by the encoder based on a
distraction cover, in such a way that the downstream decoders regain focus on the forgery.

The filter was able to improve TruFor’s performance in the presence of distractions, with a
relative increase of 17%. However, these improvements are limited. This is likely because the encoder
discards crucial forensics information when a distraction is present, making it impossible for the filter to
fully recover focus. This theory is supported by the results of an ablation study on the masked convolution.

Masked convolutions differ from standard convolutions by not convolving over the entire input,
but instead only over the parts that are not covered by a provided mask. By replacing all standard
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convolutions with masked convolutions, the influence of the covered regions on the detection result should
be eliminated, meaning that the model can focus on the rest of the image.

The masked-convolution approach significantly improves the performance of TruFor in the pres-
ence of distractions, with a relative improvement of 87.11%. This approach is able to outperform all
tested FL models and shows high resilience to distractions, with an average performance decrease of
only 7.12% when adding distractions. These results highlight the effectiveness of the masked-convolutions
approach as a method for creating distraction-aware FL models.

Future work

Future work (Chapter 6) could focus on improving the proposed methods by combining both meth-
ods, supporting arbitrarily-shaped masks, and automating distraction cover generation, removing the
need to manually select distractions. The concept of distractions could also be extended to in-
clude other types of regions that distract FL. models. For example, this could be useful for images with
overexposed regions or multiple manipulations where one draws attention away from the other.

Conclusion

In conclusion, this work addresses the issue of forensic distractions in FL models. It demonstrates that
distractions can significantly impact the performance of these models, and proposes two methods
for improving their robustness. The masked-convolution approach is particularly effective, result-
ing in a significant increase in resilience to distractions. This work contributes to the ongoing efforts to
develop reliable and robust multimedia forensics tools by proposing a solution to the problem of forensic
distractions, leading to improved performance in distraction-rich environments, such as social
media, blog posts, and news articles.
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Supplementary Study: Effectiveness
of Distraction Types

To better understand what makes distractions more or less effective at disrupting the performance of
Forgery Localization (FL) models, a focused study was conducted on the DSO-1 [49] dataset using the
TruFor [8] model. This study investigates how specific properties of distractions, such as text size, font
type, boldness, position, and graphical content, affect the model’s localization accuracy.

A.1 Textual Distractions

Effect of Text Size

The impact of varying text sizes was evaluated by applying the same textual distraction at multiple font
sizes. Figure A.2 shows how the average F1 score decreases with increasing text size. The larger the text,
the more it disrupts the model’s performance. However, the effect appears to saturate at larger sizes,
leading to the performance to slightly increase again. Figure A.1 provides examples of the text sizes used
in the experiment.

Conclusion: Larger textual distractions are more disruptive to detection performance, but the effect
levels off at larger sizes.

Watermark Watermark

Watermark

(a) 10 (b) 50 (c) 90 (d) 200

Figure A.1: Examples of distraction at different text sizes. The numbers indicate the font size in pixels,
and the images were 1536x1024 pixels.

Effect of Font Type and Text Weight

To evaluate the impact of different font types and weights, three font types (Free Mono, High School
USA Serif, and Moonkids). Each font size was chosen to cover about the same area in the image.
Figure A.3 shows the font used in the experiment. Table A.1 shows the average F1* score (as defined in
Section 3.2.1) for each font type and weight combination. The results indicate that the denser the font,
the more distracting it is. High School USA Serif is more spread out than Free Mono, which is more
spread out than Moonkids.

Conclusion: The denser the font, the more distracting it is. Density increases with font weight and
is different for each font type.
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Fl-score vs Text Size
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Figure A.2: Impact of distraction text size on the performance of the TruFor [8] model on the DSO-1 [49]
dataset. The average F1* score (as defined in Section 3.2.1) is plotted against varying text sizes, with
the original detection score (i.e., without any distractions) represented by the dashed red line. Larger
text sizes lead to a greater reduction in performance, with the effect saturating beyond a certain size.

h

a) Free Mono 100 default ) Free Mono 100 bold (c) High School USA Serif (d) Moonkids 80 default
100 default

Figure A.3: Examples of distraction with different fonts and weights. The numbers indicate the font size
in pixels, and the images were 1536x1024 pixels.

Font Font Size Font Weight F1* score % Decrease

Original Distracted Distracted Improvement
No Distraction N/A N/A 0.43670 N/A
Free Mono 100 Bold 0.22460 48.57%
High School USA Serif 100 Default 0.22929 47.49%
Moonkids 80 Default 0.20192 53.76%
Free Mono 100 Default 0.33677 22.87%
Free Mono 100 Bold 0.22460 48.57%

Table A.1: Impact of font type and weight on the performance of the TruFor [8] model on the DSO-1 [49]
dataset, measured. The average F1* score (as defined in Section 3.2.1) is shown for each font type and
weight combination. The original detection score (i.e., without any distractions) is represented by the
first row. Rows 2-4 show the impact of 3 different font types (Free Mono, High School USA Serif, and
Moonkids), and rows 5-6 show the impact of font weight (default vs. bold) on the Free Mono font.
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A.2 Graphical Distractions

Effect of Shape and Color

The experiment in Section 2.1 was performed on ten different logos, each with a different shape and color.
The results from that experiment are aggregated per logo in Table A.2. As a reminder, the used logos
are shown in Figure A .4.

Conclusion: Some logos are more effective than others, with the hexagon logo being the most
effective and the DMK logo being the least effective. No clear pattern emerges regarding the impact of
shape or color on the effectiveness of the logos.

Logo # occurrences F1* score

Original Distracted % Decrease

A 38 0.43398 0.18148 58.18%

snake 56 0.49447 0.29847 39.64%

h 49 0.54060 0.22333 58.69%

SH 55 0.49393 0.26412 46.53%
DMK 75 0.54447 0.35148 35.45%
bird 54 0.47389 0.21633 54.35%
hexagon 75 0.51790 0.19019 63.28%
sunrise 59 0.55011 0.31103 43.46%
toekan 67 0.47155 0.25081 46.81%
company 34 0.52877 0.31849 39.77%

Table A.2: Impact of logo shape and color on the performance of the TruFor [8] model measured using
F1*score as defined in Section 3.2.1. Results are from the experiment described in Section 2.1. Different
logos appeared a different number of times, as indicated in the table. Some logos are more effective than
others, with the hexagon logo being the most effective and the DMK logo being the least effective. No

clear pattern emerges regarding the shape or color of the logos.
@ DIGIMAKE

COMPANY

(a) A ( Snake (d) SH (e) DMK

‘B

f O 3 s Y

) Bird g) Hexagon ) Sunrise (i) Toekan (j) Company

Figure A.4: Overview of logos used to study the impact of shape and color (see Table A.2). The logos
are shown in the same order as in the table.

Effect of Position

The experiment in Section 2.1 was performed by placing logos in four different positions: upper left,
upper right, lower left, and lower right. The results from that experiment are aggregated per position in
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Table A.3.
Conclusion: Position does influence the effectiveness of a distraction, with the upper left and lower
right positions being the most effective.

Position # occurrences F1* score

Original Distracted % Decrease

Upper left 136 0.50073 0.23453 53.16%
Upper right 125 0.51809  0.29399 43.26%
Lower left 126 0.54754 0.30634 44.05%
Lower right 175 0.47632 0.22930 51.86%

Table A.3: Impact of logo position on the performance of the TruFor [8] model measured using F1*score
as defined in Section 3.2.1. Results are from the experiment described in Section 2.1. Different positions
where used a different number of times, as indicated in the table. Position does influence the effectiveness
of a distraction, with the upper left and lower right positions being the most effective.

Summary

In summary, the findings suggest that larger and bolder/denser textual distractions are more dis-
ruptive to FL models, although the effect levels off past a certain size.

Some graphical distractions are more effective than others, but no clear pattern was found regarding
the impact of shape or color. Position also influences the effectiveness of a distraction, with the
upper left and lower right positions leading to the most effective distractions.




Bl

Forensic Distractions on FL
Experiment results

Appendix B contains all results from the performed experiment, discussed in Section 3.2. This experiment

studied the impact of forensic distractions on different FL. models. The results are presented in the form of

scatter plots and percentage plots, showcasing the performance of the models under forensic distractions.
Following is a list of of scatter- and percentage plots in this appendix:

e DCT [11]: Scatter plots in Figure B.1 and percentage plots in Figure B.2.

ADQ1 [12]: Scatter plots in Figure B.3 and percentage plots in Figure B.4.

BLK [13]: Scatter plots in Figure B.5 and percentage plots in Figure B.6.

e CAGI [14]: Scatter plots in Figure B.7 and percentage plots in Figure B.8.

e TruFor [8]: Scatter plots in Figure B.9 and percentage plots in Figure B.10.

e PSCC-Net [18]: Scatter plots in Figure B.11 and percentage plots in Figure B.12.
e CAT-Net [15]: Scatter plots in Figure B.13 and percentage plots in Figure B.14.

Next, to the scatter plots and percentage plots, examples of manipulated images with corresponding
predictions are shown for TruFor in Figure 3.6, for CAT-Net in Figure B.16, and for PSCC-Net in
Figure B.17.
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How to interpret scatter plots

Each dot in the scatter plot represents a single image. The y-axis indicates the localization score
before a distraction was applied. The x-axis shows the score after the distraction was applied. The
dashed-red line shows y=x or before equals after, meaning the distraction did not influence the
detection. If a point lies to the left of the red line, the detection score for that image decreased by
adding the distraction.

F1-score Original vs Distracted

Example: 10
Image A’s localization score drops from 0.8 to 0.8 AL
0.2 after adding the distraction, indicating that
the distraction had a significant impact on the
detection process. Image B’s score remains 0.6,
showing the distraction did not influence the

Original F1-score

e Image
————— No Change

detection process. 00 02 0 06 08 10
Distraction F1-score

How to interpret percentage plots
Percentage plots are a bucketed version of the scatter plots. Each row in the plot shows a bucket
of images with a similar localization score, before any distraction are added. The columns of every
row add up to 100% and show what percentage of these images after a distraction is added have
a localization score, part of that bucket. The total number of images in each row is shown on the
right.

# images
F1-score Original vs Distracted per row

Example:

131 of the 561 (=1314+113+97+118+102) images
had a localization score of 0.8 or higher before
any distractions were added. After adding dis-
tractions, 19.08% (or 25) of these images have a
localization score of 0.2 or lower. While 62.20%
(or 82) of these images kept a localization score
of 0.6 or higher.

0.8-1.0- 19.08 0.00 3.82 14.50 62.60 131

o
o

B30l 8.85 27.43 6.19 113

3.09 13.40 5.15 1.03 97
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o
=

o
N

7.63 2.54 0.00 0.00 118

0.0 -0. 0.98 0.00 0.00 0.00 102
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Figure B.2: Percentage plots of localization scores (F1* scores as defined in Section 3.2.1) of DCT [11]
on different datasets
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Figure B.4: Percentage plots of localization scores (F1* scores as defined in Section 3.2.1) of ADQ1 [12]

on different datasets
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Net [18] on different datasets
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Figure B.14: Percentage plots of localization scores (F1* scores as defined in Section 3.2.1) of CAT-
Net [15] on different datasets
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(a) Manipulated image (1), with  (b) Manipulated image (2), with  (c) Manipulated image (3), with
distraction in lower-right corner distraction in lower-left corner distraction in upper-left corner

(d) Ground truth mask (1) (e) Ground truth mask (2) (f) Ground truth mask (3)

(g) Prediction without distraction  (h) Prediction without distraction (i) Prediction without distraction
(1), F1* score: 0.7696 (2), F1* score: 0.7850 (3), F1* score: 0.8654

(j) Prediction with distraction (k) Prediction with distraction (1) Prediction with distraction
(1), F1* score: 0.0028 (2), F1* score: 0.1305 (3), F1* score: 0.7889

Figure B.15: Examples of manipulated images with corresponding TruFor [8] predictions and F1*
scores (3.3), without (3th row) and with (4th row) distractions. It can be seen that the impact of
distractions on TruFor’s performance varies across images.
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(a) Manipulated image (1), with  (b) Manipulated image (2), with  (c¢) Manipulated image (3), with
distraction in lower-right corner distraction in lower-left corner distraction in upper-left corner

(d) Ground truth mask (1) (e) Ground truth mask (2) (f) Ground truth mask (3)

O

(g) Prediction without distraction  (h) Prediction without distraction (i) Prediction without distraction
(1), F1* score: 0.0008 (2), F1* score: 0.6460 (3), F1* score: 0.4766

S

(j) Prediction with distraction (k) Prediction with distraction (1) Prediction with distraction
(1), F1* score: 0.0008 (2), F1* score: 0.6458 (3), F1* score: 0.4765

Figure B.16: Examples of manipulated images with corresponding CAT-Net [15] predictions and F1*
scores (3.3), without (3th row) and with (4th row) distractions. It can be seen that CAT-Net is quite
robust to distractions, retaining a similar F1* score. However, the general performance is worse than
TruFor.
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(a) Manipulated image (1), with  (b) Manipulated image (2), with  (c) Manipulated image (3), with
distraction in lower-right corner distraction in lower-left corner distraction in upper-left corner

(d) Ground truth mask (1) (e) Ground truth mask (2) ) Ground truth mask

.

(g) Prediction without distraction  (h) Prediction without distraction (i) Prediction without distraction

(1), F1* score: 0.1429 (2), F1* score: 0.0381 (3), F1* score: 0.3392
;; -
= 5 3
b 'V& ‘ -

(j) Prediction with distraction (k) Prediction with distraction (1) Prediction with distraction
(1), F1* score: 0.1158 (2), F1* score: 0.0386 (3), F1* score: 0.3202

Figure B.17: Examples of manipulated images with corresponding PSCC-Net [18] predictions and F1*
scores (3.3), without (3th row) and with (4th row) distractions. It can be seen that PSCC-Net performs
very poorly on the tested images, both before and after adding distractions.
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Forensic Distractions on SD
Experiment results

Appendix C contains all results from the performed experiment, discussed in Section 3.3. This experiment
studied the impact of forensic distractions on different SD models. The results are presented in the form
of scatter plots showing the predictions both before (y-axis) and after (x-axis) adding distractions, and
ROC curves showing the performance of the models with and without distractions present.

Following is a list of of scatter plots and ROC curves in this appendix:

CNNDetect [30]: Scatter plots in Figure C.1 and ROC curves in Figure C.2.
DIMD [28]: Scatter plots in Figure C.3 and ROC curves in Figure C.4.
GramNet [40]: Scatter plots in Figure C.5 and ROC curves in Figure C.6.
PatchCraft [41]: Scatter plots in Figure C.7 and ROC curves in Figure C.8.
NPR [42]: Scatter plots in Figure C.9 and ROC curves in Figure C.10.
Fusing [43]: Scatter plots in Figure C.11 and ROC curves in Figure C.12.
UnivFD [45]: Scatter plots in Figure C.13 and ROC curves in Figure C.14.
RINE [46]: Scatter plots in Figure C.15 and ROC curves in Figure C.16.
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Figure C.1: Scatter plot of predictions of CNNDetect [30] on different datasets.
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Figure C.2: ROC curve of CNNDetect [30]. Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl
(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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Figure C.3: Scatter plot of predictions of DIMD [28] on different datasets.
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Figure C.4: ROC curve of DIMD [28].
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Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl
(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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Figure C.5: Scatter plot of predictions of GramNet [40] on different datasets.
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Figure C.6: ROC curve of GramNet [40]. Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl
(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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Figure C.7: Scatter plot of predictions of PatchCraft [41] on different datasets.
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Figure C.8: ROC curve of PatchCraft [41]. Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl
(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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Figure C.9: Scatter plot of predictions of NPR [42] on different datasets.
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Figure C.10: ROC curve of NPR . [42]. Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl (400).
Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding distrac-
tions, therefore the ROC curve is the same for both the original and distracted images.



APPENDIX C. FORENSIC DISTRACTIONS ON SD

EXPERIMENT RESULTS 101
1.0 . ° oo 1.0 .
/’"’f =4
0.8 o 0.8 -
3 ) o 3 .
5061 . - 506 L -
— . e o — P~
2 ’ . -° 2 .”
204 o 0.4 . i
S 0% pgl S ;&"’
0.2 . e ° 0.2 -
el ‘.
0.0 o’ - No Change 0.0 2 A e No Change
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Distraction pred Distraction pred
(a) Synthetic images (b) Authentic images
Figure C.11: Scatter plot of predictions of Fusing [43] on different datasets.
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Figure C.12: ROC curve of Fusing [43]. Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl
(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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Figure C.13: Scatter plot of predictions of UnivFD [45] on different datasets.
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Figure C.14: ROC curve of UnivFD [45]. Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl
(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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Figure C.15: Scatter plot of predictions of RINE [46] on different datasets.
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Figure C.16: ROC curve of RINE [46].
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Used synthetic datasets: TGIF sd2 (400) and TGIF sdxl

(400). Used authentic datasets: Fantastic Reality (800). This model does not get influenced by adding
distractions, therefore the ROC curve is the same for both the original and distracted images.
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